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Introduction
Objective

The DuPage County Continuum of Care Homeless Management Information System (DuPage County Continuum HMIS) is managed by the DuPage County Human Services, as a countywide case management tool to improve services provided to individuals experiencing homelessness or those at risk of homelessness in DuPage County.  The DuPage County Continuum HMIS is designed to facilitate case management and data collection for participating provider agencies throughout the County.  The DuPage County Continuum HMIS serves as the official Homeless Management Information System (HMIS) for DuPage County Continuum providers and is used to collect client-level data from persons who are experiencing homelessness and those at risk of homelessness in order to understand the extent (magnitude) and nature of homelessness and the effectiveness of the homeless services offered in DuPage County.

The primary goal of the DuPage County Continuum HMIS is to provide a case management and data collection tool to aid in efforts to end homelessness in DuPage County.  To that end the system facilitates the analysis of information that is gathered from consumers throughout the service provision process. Through the analysis of this information, the DuPage Continuum seeks to generate an unduplicated count of persons who are homeless and to gather other aggregate information (void of any identifying client level information) which will be reviewed, analyzed and be made available to Continuum Leadership and other committees, policy makers, service providers, advocates, and consumer representatives.  

The DuPage County Continuum HMIS system is funded by the Department of Housing and Urban Development and administered by DuPage County.  The implementation of the system is led by the HMIS Project Management Team, consisting of the DuPage County Continuum HMIS User Committee under the direction of the DuPage County Continuum Leadership Committee.  The Leadership Committee also relies on a number of committees and task groups to develop policy recommendations and provide guidance on implementation activities. These groups are committed to balancing the interests and needs of all stakeholders involved: homeless men, women, and children; service providers; funding sources; and policy makers.  
This document provides the policies, procedures, guidelines, and standards that govern DuPage County Continuum HMIS operations and the roles and responsibilities for participating agency staff.  They are collectively referred to as the Standard Operating Procedures (SOPs).  The SOPs have been drafted in an attempt to achieve the stated objectives while simultaneously protecting individual client information with both procedural and technical mechanisms.  In addition to the provisions included within the specific SOPs, DuPage County Continuum HMIS stakeholders and users will need to comply with applicable state and federal laws.

Section 1
Contractual Requirements and Roles
	DUPAGE COUNTY COMMUNITY SERVICES DEPARTMENT RESPONSIBILITIES


Policy: 
The Standard Operating Procedures of the DuPage County HMIS system will operate in full compliance with the HUD CDBG Regulations and shall be enforced as included in the Agreement between DuPage County and the DuPage County Continuum Leadership committee.
Purpose: 
To define the roles and responsibilities of the DuPage County Community Services Department with respect to the administration of the DuPage County Continuum HMIS and its activities. 

Responsibilities:
DuPage County Community Services Department’s obligation and responsibilities, relative to the DuPage County Continuum of Care and specifically to the HMIS initiative, flow from its investment of Community Development Block Grant (CDBG) funds and its role as the administrator of the Continuum HUD grant for the HMIS system operations. The funds are used to support the homeless and provide oversight and coordination including, but not limited to, the establishment of all goals, action steps, and gaps analysis as they relate to the homeless or at-risk population in DuPage County.  In summary, DuPage County’s investment of CDBG resources requires that such investment contributes to and improves:

· The effectiveness of the local homeless assistance system

· Coordination of services for homeless clients

The County of DuPage is ultimately responsible and held accountable not only to HUD, but to the County Board for effective and eligible enforcement of the federal regulations.  This responsibility is carried out in part through an executed Contract with the HMIS Project Management Team as described herein.

1. To facilitate the operation of the DuPage County Continuum HMIS implementation, DuPage County will assign a qualified staff person to act as the DuPage County Continuum HMIS System Administrator II to manage the interface between central HMIS operations and Participating Agencies for system administration purposes.

2. DuPage County will ensure that each agency participating in the HMIS system has a signed agreement which defines their role and responsibilities to the system for security, data integrity, etc.
3. DuPage County is responsible for oversight of all day-to-day operations including:
· Quality assurance of the ServicePoint application operation

· Maintaining the technical infrastructure of the system 

	LEADERSHIP COMMITTEE RESPONSIBILITIES


Policy: 
The Leadership Committee will approve all major DuPage County Continuum HMIS policy decisions.

Purpose: 
To define the roles and responsibilities of the Leadership Committee with respect to DuPage County Continuum HMIS activities. 

Responsibilities: 

The Leadership Committee of the DuPage County Continuum will support the overall HMIS initiative, in particular providing direction and approval for the work plan, operational goals and objectives. 
The Leadership Committee’s role is to establish policies and procedures for the HMIS project, and is authorized to make all final decisions pertaining to pursuit, contract, and allocation of funds, as well as the key issues that follow:

These issues include:

· Establishing goals of the HMIS Users Committee, under the Contract with County, and acting on HMIS Users Committee recommendations as appropriate.
· Determining the guiding principles that should underlie the DuPage County Continuum HMIS implementation 
· Reviewing and approving the operating budget based on the recommendations of the Project Management Team and the County for the Continuum/HMIS initiative and work with Grants-Funding Committee to find alternative sources of funding
· Documenting, approving, and regularly reviewing the HMIS policies in the form of the “DuPage County Continuum of Care Homeless Management Information System Standard Operating Procedures” (commonly referred to as the SOPs)
· Establishing Continuum-level mechanisms for monitoring and/or enforcing compliance with the approved SOPs

· Formally evaluating Performance Measures related to meeting of goals of the HMIS system during the year. 
· Compiling and analyzing DuPage County Continuum HMIS data with other provider and community data sources

	SYSTEM ADMINISTRATOR II RESPONSIBILITIES


Policy: 
The HMIS System Administrator II will provide coordination, oversight and direction to the other staff members hired by the County to work as part of the HMIS system.

Purpose: 
To define the roles and responsibilities of the HMIS System Administrator II with respect to DuPage County Continuum HMIS activities. 

Overview: 

The System Administrator II receives direction from the Director of DuPage County Community Services, the Human Services Manager of Research and Operations/DuPage County Community Services, the Leadership Committee of the DuPage Continuum, and the HMIS Committee of the Continuum.   The general responsibilities of this position includes to:

1. Assure compliance with HUD Grant and other Federal Agencies
2. Coordinate HMIS implementation with participating local governments, member agencies, and organizations
3. Maintain and develop printed materials for HMIS implementation
4. Maintain file of executed Memorandums of Understanding with all participating agencies

5. Managing agency and user system access based on execution of applicable agreements, training, and adherence to approved policies
6. Administering other system functions
7. Developing reports for DuPage County Continuum HMIS users based on requests from participating agencies or the Continuum Leadership Committee or its designated committees.
8. Maintaining overall DuPage County Continuum HMIS quality assurance program
9. Providing system Orientation, training  and supervision of HMIS technical staff to ensure technical competence, effective communication with system users and compliance with guiding principles and Standard Operating Procedures.
10. Developing and providing ad-hoc application training and technical support to Agency Administrators about the DuPage County Continuum HMIS application (ServicePoint), functionality, and agency-level system administration functionality

11. Assisting in HMIS policy development and report development
12. Building agency assessments in ServicePoint as needed
13. Reviewing and assessing ServicePoint Participating Agency compliance with minimum data requirements and data entry policies and procedures

14. Communicating system availability, planned outages, and other DuPage County Continuum HMIS information to Agency Administrators

15. Identifying software/hardware products and/or enhancements

16. Coordinating distribution plan for computer equipment as needed

17. Assigning user IDs to new users based on the approved licensing structure, authorized agency requests, and documentation of user training

18. Managing user accounts and application access control, in conjunction with the Agency Administrators
19. Maintain documentation of HMIS training, including
a. System Administrator’s training
b. End User training
c. ART training
d. Other training as requested or required by HUD
20. Provide technical information to all agencies regarding system advancements, new HUD requirements, other implementation information to improve system operations and quality, including on-site assistance as needed.
21. Serve as the primary contact between the DuPage County HMIS system and the vendor, Bowman Systems, LLC (ServicePoint).  Attend training, ensure effective communication of issues, resolve issues, communicate system training, oversee system upgrades, maintain user licenses, etc.

22. Providing communication reports on activities including System Admin II Audits
23. Assisting with data sharing networks, based on submission of executed Data Sharing Agreements

24. Assisting with Agency data migration

25. Administering the DuPage County Continuum HMIS portion of the database, in conjunction with Bowman Systems, LLC

26. Facilitating HMIS data interfaces

27. Making application level changes to setups and configurations

28. Communicating significant application issues and/or system enhancement requests to Bowman Systems, LLC

29. Ensuring that access to areas containing equipment, data, and software will be secured

30. Coordinating the continued implementation and expansion of ServicePoint, the Homeless Management Information System (HMIS)Performing special assignments and projects as assigned by the Director of DuPage County Community Services

31. Generating Advanced Reporting Tool (ART) reports for Agency Administrator Viewer Licensees to run on Agency specific levels, Training Licensees on ART product per access level (i.e. Viewer Licensee or AdHoc Licensee)

32. Other duties as assigned by DuPage County and the Continuum of Care Leadership Committee. The DuPage County Continuum HMIS System Administrator II is responsible for: Understanding all aspects of the ServicePoint product
	DataBase Manager


Policy: 
The Database Manager will support the DuPage County HMIS system by providing data collection coordination as outlined below. 

Purpose: 
To define the roles and responsibilities of the Database Manager with respect to DuPage County Continuum HMIS activities. 

Overview: 

The Database Manager is responsible for the following:

1. Develop and run quality assurance reports for the HIMS system to ensure that all agencies are filling in complete and accurate data which fully complies with HUD requirements. 
2. Communicate errors to the agencies, secure corrective actions.
3. Take actions as needed to ensure that high quality data is available to agencies for analysis.
4. Provide direct training to ends users and agency Administrators to clarify questions, procedural issues, etc. as needed to improve data quality.
5. Participate in on-going seminars, webinars, etc. provided by Bowman Systems or HUD to keep up with Best Practices in HMIS.
6. Attend and share relevant and new information at monthly HMIS Users Committee meetings.
7. Develop reports requested by agencies, Continuum Leadership, Needs Assessment, or other committees to allow for analysis of homeless issues in our communities.

8. Ensure the accurate submission of data required by HUD for the AHAR, Housing Activity report, annual point-in-time survey report, and other reports as required.

9. Maintaining the Community Resource Information System “C.R.I.S.”
10. Performing other duties as assigned by the Systems Administrator II

	HMIS USER COMMITTEE RESPONSIBILITIES


Policy:  
The HMIS Users Committee provides direct agency leadership and Continuum support to the operations of the DuPage County Continuum HMIS system. 
Purpose: 
To define the roles and responsibilities of the HMIS Users Committee organization and staff. 

Overview:

The HMIS Users Committee is composed of representatives from all HMIS active user agencies, and meets at least monthly.
Responsibilities:

The HMIS User Committee is responsible for:

1. Oversight of adherence to the DuPage County Continuum HMIS policies and procedures.

2. Ensuring that the HMIS system Standard Operating Procedures are up-to-date and reflect current HUD regulations and requirements, as well as agreed upon Best Practice standards for the DuPage County Continuum.

3. Ensuring that meeting attendance, discussions, and decisions are recorded and forwarded to the Continuum Coordinator for distribution to Leadership

4. Work with HMIS staff members (System Admin II and Database Manager) to review and make recommendations to the participating agencies on procedures.
5. Work to ensure adequate privacy protection provisions are in place. 
6. Provide input to the Continuum Leadership Committee on overall HMIS project development, ongoing implementation and evaluation.

7. Develop annual goals for the HMIS system, monitor progress and report to the Leadership Committee as required. 

8. Provide input to Leadership Committee on all data integrity issues

9. Review Annual Point-In-Time street count and report findings to Leadership Committee

10. Prepare reports as needed to complete HUD Exhibit I requirements:

a. Housing Activity Chart for Exhibit I of SuperNOFA
b. Point-In-time

c. Others as requested.

The HMIS User Committee will respect the core principles of the security of the HMIS system by assuring that: All client-identifying information will be strictly safeguarded in accordance with all applicable Federal and State laws using the latest technology available. All data will be securely protected to the maximum extent possible

Conflicts with Federal and State Law:

To the extent that an SOP is identified which conflicts with applicable state or federal laws, then the HMIS User Committee will work to amend the policy and/or software design to resolve the conflict.  The HMIS User Committee may also identify procedures that need to be amended based on the initial implementation and/or ongoing operation of the system.  If the HMIS User Committee, or its designee, identifies procedures that need to be amended, the process will include:

· Any individual, organization or Continuum committee/workgroup can raise concerns or recommendations for revisions to a specific SOP.

· The HMIS User Committee shall designate a specific committee or workgroup to explore the concern and to develop a recommendation for full Leadership Committee consideration.  While a single committee may be identified as the primary entity generally responsible for overseeing the SOPs, another committee may be designated as the lead to explore a specific concern/recommendation.

· Proposed revisions must be presented and approved by the full Leadership Committee.

· After approval, a list of all revisions, the date revised, and a brief description of the change should be incorporated as part of the Table of Contents in the SOP documentation.

In addition to the positions identified within this section of the SOPs, a limited number of other members of the HMIS User Committee team may have access to client-level data as part of their system administration.  For instance, the System, Agency or Application Administrator(s) and/or Software Programmers at Bowman Systems, LLC (ServicePoint) may need occasional access to data in order to manage and test application development and administration functions.  All licensees must execute computer security and data confidentiality agreements prior to employment.  ServicePoint employees are bound by the HMIS contract to maintain strict confidentiality of all HMIS data, and undergo similar employment screening protocols.

	PARTICIPATING AGENCY responsibilities


Policy:      
The Executive Director of every Participating Agency will be responsible for ensuring the oversight of all agency staff members who generate or have access to client-level data stored in the system software to ensure adherence to the Standard Operating Procedures outlined in this document.  

Purpose:
To outline the role of the agency Executive Director’s designee with respect to oversight of agency personnel in the protection of client data within the application.

Responsibilities:

The Participating Agency’s Executive Director is responsible for ensuring effective administrative supervision of all activity associated with agency staff access and use of ServicePoint.  The Executive Director of each agency shall have the flexibility to assign these tasks to another person, consistent with the agency’s administrative structure. This person is responsible for establishing and monitoring agency procedures that meet the criteria for access to ServicePoint, as detailed in the Standard Operating Procedures (SOPs) outlined in this document.  The Executive Director will be ultimately responsible for any misuse of the software system by his/her designated staff.  The Executive Director agrees to only allow access to ServicePoint based upon need.  Need exists only for those program staff, volunteers, or designated personnel who work directly with (or supervise staff who work directly with) clients, have data entry or other data-related agency administrative responsibilities.

The Executive Director’s designee also oversees the implementation of data security policies and standards and will:

1. Assume responsibility for completeness, accuracy, and protection of client-level data entered into ServicePoint

2. Establish business controls and practices to ensure organizational adherence to the DuPage County Continuum HMIS SOPs

3. Assign an Agency Administrator to manage agency-related technical tasks

4. Communicate control and protection requirements to agency custodians and users

5. Authorize data access to agency staff and assign responsibility for custody of the data

6. Monitor compliance and periodically review control decisions

	Agency ADMINISTRATOR Responsibilities


Policy:
Every Participating Agency must designate a staff person to be the Agency Administrator. 

Purpose:
To outline the role and responsibilities of the Agency Administrator for the administration of the system software in his/her agency.  
Responsibilities:

The Executive Director of each Participating Agency will appoint a qualified person as the Agency Administrator, who will need to successfully complete the Technical Administration training provided by System Administrator II.
This person will be responsible for:

1. Reviewing and updating agency information in ServicePoint database, including agency-defined fields, user access initially, and in an ongoing capacity

2. Managing technical access to the software system for authorized persons by working with the DuPage County Continuum HMIS System Administrator II to create usernames and passwords

3. Notifying DuPage County Continuum HMIS System Administrator II of personnel changes within 24 hours of their occurrence

4. Training new staff persons on the uses of the DuPage County Continuum HMIS including review of the SOPs in this document and any agency policies which impact the security and integrity of client information

5. Ensuring that access to the DuPage County Continuum HMIS be granted to authorized staff members only after they have received training and satisfactorily demonstrated proficiency in use of the software and understanding of the SOPs and agency policies referred to above

6. Notifying all users in their agency of interruptions to service

7. Effectively uses ReportWriter/Advanced Reporting Tool to generate custom reports for agency specific data, including:

a. Reports to ensure data integrity, data quality, full reporting of HUD Minimum Data Requirements

b. Demographic data required by the agency to complete reports, etc.

8. Attend training provided by the Continuum, HUD or Bowman Systems to ensure ongoing understanding of the development of Service Point, improved technical reporting capabilities, system updates, etc.

9. Attending DuPage Continuum HMIS User Committee meeting and actively participating by:

a. Sharing agency level information, issues, problems, etc.

b. Communicating System-wide decisions, changes, etc. back to the agency staff members.
The Agency Administrator is also responsible for implementation of data security policy and standards, including: 

· Administering agency-specified business and data protection controls

· Administering and monitoring of access control

· Detecting and responding to violations of the SOPs or agency procedures

· Providing assistance in the backup and recovery of data
Section 2

Implementation Policies & Procedures

	Participation Policy


Policy:
Agencies that are funded by HUD or the Continuum to provide homeless programs in DuPage County will be required to participate in the DuPage County Continuum HMIS.  All other homeless providers are strongly encouraged to participate in the DuPage County Continuum HMIS.

Purpose:
To ensure that services to the homeless are comprehensive, quality services, this policy seeks to outline which agencies are expected to participate in the DuPage County Continuum HMIS, the extent to which their participation is mandated or voluntary, and provide a definition of participation.

Procedure:

HUD requires all grantees and sub-recipients of McKinney-Vento and homeless HOPWA grants to participate in the local HMIS.  McKinney-Vento grants include Emergency Shelter Grants and Supportive Housing Program, Section 8 Moderate Rehabilitation SRO, Shelter Plus Care grants.  This policy is consistent with the Congressional Direction for communities to provide data to HUD on the extent and nature of homelessness and the effectiveness of its service delivery system in preventing and ending homelessness.  The HMIS and its operating policies and procedures are structured to comply with the HUD Data and Technical Standards Final Notice.  Recognizing that agencies may be further regulated by HIPAA and other federal, state and local laws, the Continuum may negotiate its procedures and/or execute appropriate business agreements with participating agencies so they are in compliance with applicable laws.

Participation Requirements

DuPage County Data Standards

The DuPage County Continuum HMIS will store client data collected for services provided by the DuPage County Continuum, Kane County Continuum and the Suburban Cook County Alliance to End Homelessness
Mandated Participation

All agencies providing services in DuPage County to homeless or at-risk persons must meet the Minimum Data Requirements (MDRs) of HUD and of the DuPage County Continuum HMIS, as defined by this SOP.  Participating agencies will be required to comply with all applicable SOPs, and must agree to, execute, and comply with a DuPage County Continuum HMIS Memorandum of Understanding.
Voluntary Participation

Although funded agencies are only required to meet minimum participation standards, the County and Continuum will strongly encourage funded agencies to fully participate with all of their homeless programs.  While neither the Continuum nor County can require non-funded providers to participate in the HMIS, they will also work closely with non-funded agencies to articulate the benefits of the HMIS and to strongly encourage their participation in order to achieve a comprehensive and accurate understanding of homelessness in DuPage County.

Minimum Participation Standards

Minimally participation includes:

· Collecting the universal data elements, as defined in Minimum Data Requirements (MDRs), for all programs operated by the agency that primarily serve persons who are homeless or formerly homeless or those at-risk of homelessness
· Collecting program-specific data elements, as defined in Minimum Data Requirements (MDRs), for all clients served by the program funded by the Continuum and/or HUD
All submitted data, collected for services provided in DuPage County only (as mandated upon implementation in 2001), will be used by the Continuum for analytical and administrative purposes, including the preparation of reports to funding sources and the Continuum’s participation in the Federal reporting.  A client has the right to refuse to have his/her data entered into the HMIS database.  The client’s individual choice regarding participation will not affect his/her right to services by HUD-funded agencies.
Data Quality

All participating agencies are required to maintain high quality data.  Data will be reviewed regularly to ensure a minimum of null fields, duplicates, or other data entry errors.  All participating agencies are required to “clean up” their data in a timely manner.

	INITIAL Agency PARTICIPATION REQUIREMENTS


Policy:
Each Participating Agency must meet all initial participation requirements in order to receive access to the DuPage County Continuum HMIS.

Purpose: 
To provide Agencies with clear expectations for their participation in the DuPage County Continuum HMIS.

Requirements:

HMIS Group Orientation and a One-on-One Agency Meeting
Agency representatives are required to participate in an HMIS Group Orientation and a One-on-One Agency Meeting to discuss DuPage County Continuum HMIS goals and objectives, requirements, site considerations, and documentation.  

Memorandum of Understanding
The Memorandum of Understanding refers to the written agreement made between the participating agency and the DuPage County Continuum.  This agreement includes commitment to enter information on clients served within the agencies’ participating programs and to uphold the policies and procedures for effective use of the system and proper collaboration with the HMIS.  This document is the legally binding document that refers to all laws relating to privacy protections and information sharing of client specific information. 
On Site Security Assessment 
Agency Executive Director or authorized designee, Program Manager/Administrator and Agency Administrator will meet with the System Administrator II and Project Manager to assist in completion of the agencies’ information security protocols.

Agency Participation/Memorandum of Understanding Agreements
Upon completion of the Security Assessment, each agency must agree to abide by all policies and procedures laid out in the HMIS Operating Procedure Manual.  The Executive Director or designee will be responsible for signing the Memorandum of Understanding.
Agency Administrator 
Key staff person(s) must be designated to serve as the Agency Administrator for the agency.  The Agency Administrator must be formally identified and attend Agency Administrator Training prior to DuPage County Continuum HMIS access. This person will be responsible for creating usernames and passwords and monitoring software access.  This person will also be responsible for training new staff persons on how to use the ServicePoint system.
Training
Commitment of the Agency Administrator and designated staff persons to attend training(s).  Note:  Staff will NOT be allowed to attend training until ALL information security paperwork is complete and signed by Executive Director (or designee).
Access
Existing and new participating agencies will not be granted access to the ServicePoint software system until a contractual agreement has been signed.
Fees 
All applicable fees must be paid as part of the implementation.

· Each Participating Agency will be assigned a specified number of user licenses as part of the DuPage County Continuum HMIS initiative.  
· The Continuum and County will subsidize overhead training and technical support costs associated with DuPage County Continuum HMIS policy and software training, such as staff, location, curriculum development, and web-enabled technical support materials.  For agencies implementing prior to 2007. Beyond 2007, agencies may be asked to pay a training fee per user/agency to cover consumable training expenses, such as printed materials and refreshments.
· Ultimately, each Participating Agency is liable for individual agency costs associated with equipment purchase, equipment maintenance, internet connectivity, and HMIS-related personnel expenses.  The County and Continuum will attempt to provide need-based financial assistance to subsidize purchase of hardware and connectivity costs.
Data Migration/Conversion

Participating agency data will be converted to ServicePoint upon completion of information security paperwork and staff training. All data that will be migrated from a Direct Participating Agency’s existing database to the HMIS database must be cleaned, updated, and formatted according to DuPage County Continuum HMIS data specifications prior to migration. The specific conversion process must be individually discussed with the HMIS Project Management Team.
Identification of Referral Agencies
ServicePoint provides a resource directory component that tracks service referrals for clients.  The Data Collection Coordinator/Research and Development Coordinator is responsible for compiling and updating ResourcePoint (“C.R.I.S.”).  ResourcePoint shall include, but not be limited to, a listing of social service agencies in DuPage County.
	Agency Information Security Protocol Requirements


Policy:
Participating Agencies must develop and have in place minimum information security protocols to protect client information stored in the HMIS database.

Purpose: 
To protect the confidentiality of client data and to ensure its integrity at the agency site, the System Administrator II will certify that the Participating Agency has adequate documentation of its information security protocol, a dissemination plan, and verification that the information security protocols have been implemented within the agency prior to granting HMIS access.

Requirements:

At a minimum, the Participating Agency must develop rules, protocols or procedures that are consistent with Operational Policies and Procedures and Security Policies and Procedures to address the following:

· Internal agency procedures for complying with the DuPage County Continuum HMIS Notice of Uses and Disclosures and provisions of other DuPage County Continuum HMIS client and agency agreements
· Maintaining an updated copy of the agency’s Notice of Uses and Disclosures or equivalent privacy notice on the agency’s website

· Appropriate assignment of user accounts
· Preventing user account sharing
· Protection of unattended workstations
· Protection of physical access to workstations where employees are accessing DuPage County Continuum HMIS
· Identification of appropriate locations and methods for safe, protected storage, transmission and access to hardcopy and digital DuPage County Continuum HMIS generated client records and reports with identifiable client information
· Original equipment purchased and provided by HMIS funds used to access the DuPage County Continuum HMIS must be returned to and disposed of by DuPage County Community Services and the HMIS System Administrator II
· Proper cleansing of equipment prior to transfer or disposal
· Procedures for regularly auditing compliance with the Agency Information Security Protocol
	Agency Hardware, Connectivity and Security Requirements


Policy:
Any computer that interfaces with the HMIS must meet the minimum desktop specifications and recommended connectivity specifications identified by this SOP.

Purpose: 
To provide agencies with minimum requirements for hardware and connectivity needed for effective and efficient operation of ServicePoint* (HMIS), the Participating Agency must certify that they have adequate hardware and connectivity to interface with the HMIS prior to granting access.
Requirements:

Workstation Specifications
Computer:
· PC with a 2 Gigahertz (Ghz) or higher Duo Core Processor with 2 GB Memory 
· Windows XP SP3, 40 GB Hard Drive, IE7.   
· It is recommended that a dial up (56K) not be used  

· Internet Browser: Most recent version of Microsoft Internet Explorer or Firefox 

· 40GB Hard Drive

· 512 MB RAM 

· Microsoft Windows 2000 or XP 

· Internet Connectivity:

· Minimum - 56 Kbps 

· Optimal – 128 Kbps – 1.5 mps 
Computer/Printer purchase requests will be considered on a case by case basis.  The following will be reviewed:

1. Request is necessary for compliance in HMIS, and no other options are available for the purchase of equipment.

2. Availability of duds in the HMIS Grant
*As technology and ServicePoint continue to advance, requirements may change. Bowman Systems will periodically review and modify this document to provide a list of requirements that are up-to-date and relevant for the latest technological advances.
Internet Specifications:

Agencies directly entering data must have internet connectivity for each workstation that will be accessing ServicePoint.  To optimize performance, all agencies are encouraged to secure a high-speed internet connection with a cable modem or DSL/ISDN.  Agencies with very low expected volume may be able to connect using a dial-up connection; however, Bowman Systems, LLC cannot guarantee satisfactory performance with this option.

Agencies considering or using a wireless internet configuration must employ higher security measures, such as WEP encryption.  Wireless settings must be documented as part of the information security protocol, and should be verified with the HMIS System Administrator II prior to ServicePoint access.

Security Specifications:

All workstations directly accessing the DuPage County Continuum HMIS and any workstation that is on a network that has a workstation(s) directly accessing the DuPage County Continuum HMIS must have:

· Operating System Updates downloaded and applied automatically or on a regular basis
· Adequate firewall protection 

· Virus protection software and virus definitions updated and applied automatically
· Anti-spy ware software and spy ware definitions updated and applied automatically
Application Software

Only tested and controlled software should be installed on networked systems.  Use of unevaluated and untested software, outside an application development environment, is prohibited.

	System User Requirements


Policy:
All staff from the participating agencies or the County of DuPage who requires legitimate access to the software system will be granted such access upon completion of required training and execution of DuPage County Continuum HMIS User Agreement/MOU.

Purpose:
To outline the role and responsibilities of DuPage County Continuum HMIS users.

Responsibilities:

Eligible Users

The HMIS System Administrator shall only authorize use of the DuPage County Continuum HMIS to persons who need access to the system for technical administration of the system, report writing, data analysis and report generation, back-up administration or other essential activity associated with carrying out central server responsibilities.

The Participating Agency shall only authorize use of the DuPage County Continuum HMIS to persons who need access to the system for data entry, editing of client records, viewing of client records, report writing, administration or other essential activity associated with carrying out participating agency responsibilities.

Users are any persons who use the ServicePoint software for data processing services.  They must be aware of the data’s sensitivity and take appropriate measures to prevent unauthorized disclosure.  Users are responsible for protecting institutional information to which they have access and for reporting security violations.  Users must comply with the data security policy and standards as described in these policies and procedures.  They are accountable for their actions and for any actions logged/attributed to their usernames and passwords.

User types are defined in DuPage County Continuum HMIS User Access Levels.

User Requirements

Prior to being granted a username and password, users must:

· Execute an DuPage County Continuum HMIS User Agreement/MOU
· Successfully complete all DuPage County Continuum HMIS policy and application training required for assigned user level  

DuPage County Continuum HMIS users cannot attend training until all agency and user paperwork is complete and approved by the Executive Director (or designee).  Users must be aware of the sensitivity of client-level data and take appropriate measures to prevent unauthorized disclosure of it.  Users are responsible for protecting institutional information to which they have access and for reporting security violations.  Users must comply with the all policy and standards described in these Standard Operating Procedures.  They are accountable for their actions and for any actions undertaken with their usernames and passwords.

Computer Crime

Computer crimes violate state and federal law as well as the HMIS Data Security Policy and Standards. They include but are not limited to: unauthorized disclosure, modification or destruction of data, programs or hardware; theft of computer services; illegal copying of software; invasion of privacy; theft of hardware, software, peripherals, data or printouts; misuse of communication networks; promulgation of malicious software such as viruses; and breach of contract.  Perpetrators may be prosecuted under state or federal law, held civilly liable for their actions, or both.  The System Administrator II and authorized agencies must comply with license agreements for copyrighted software and documentation.  Licensed software must not be copied unless the license agreement specifically provides for it.  Copyrighted software must not be loaded or used on systems for which it is not licensed.

End User Ethics

Any deliberate action that adversely affects the resources of any participating organization or institution or employees is prohibited. Any deliberate action that adversely affects any individual is prohibited.  Users should not use HMIS computing resources for personal purposes.  Users must not attempt to gain physical or logical access to data or systems for which they are not authorized.  Users must not attempt to reverse-engineer commercial software.  Users must not load unauthorized programs or data onto HMIS computer systems. Users should scan all personal computer programs and data for viruses before logging onto HMIS computer systems.
Enforcement Mechanisms
It is the Agency’s responsibility to initiate any notification of security breach with the HMIS System Administrator II.  All potential violations of any security protocols will be investigated by HMIS System Administrator II with findings reported to the DuPage County Director of Community Services.  Any user found to be in violation of security protocols will be sanctioned accordingly.  

Sanctions may include, but are not limited to:

· a formal letter of reprimand to the offending Agency
· suspension of system privileges
· revocation of system privileges

· termination of employment

· criminal prosecution

A Participating Agency’s access may also be suspended or revoked if serious or repeated violation(s) of the SOPs occur by Agency users.  All DuPage County Continuum HMIS sanctions will be imposed by a team comprised of The DuPage County Leadership Committee and the DuPage County HMIS System Administrator II.  DuPage County Continuum HMIS Sanctions can be appealed using the Continuum’s appeal process.  Employment and/or criminal prosecution sanctions will be recommended by the team but may only be carried out by the Agency’s Executive Director.
Section 3

Operational Policies and Procedures
	Agency Set-up Procedure


Policy:
The DuPage County Continuum HMIS System Administrator II may set up a new agency account, based on the following procedure.

Purpose:
To inform potential agencies and the DuPage County Continuum HMIS System Administrator II of the Agency set-up requirements.

Responsibilities:

Prior to setting up a new Participating Agency within the HMIS database, the Executive Director of the proposed agency must complete the required implementation requirements outlined in Implementation Policies and Procedures.

The DuPage County Continuum HMIS System Administrator II shall:

· Review HMIS records to ensure that the Agency does not have previous violations with the HMIS SOPs that prohibit access to the HMIS
· Verify that the required documentation has been correctly executed and submitted, including:

· Executed Participating Agreement/MOU
· Agency, User, and Program Information Forms
· Designation of Agency Administrator
· Fee Payment, if applicable

· Request and receive approval from the Leadership Committee to set up a new agency
· Authorize a new Agency within the HMIS
· Work with the Agency Administrator to input applicable agency and program information
· Work with Project Management Team to migrate data, if applicable
	User Access Levels


Policy:
Each DuPage County Continuum HMIS (ServicePoint) user must be assigned a designated user access level that controls the level and type of access the individual has within the system.

Purpose:
To designate DuPage County Continuum HMIS (ServicePoint) user access levels. User access and user access levels will be deemed the Agency Administrator of the participating agency in consultation with the necessary program director. The Agency Administrator will generate user name and passwords within the administrative function of ServicePoint
Responsibilities:

All DuPage County Continuum HMIS (ServicePoint) users must be assigned a designated user access level that controls the level and type of access that user has within the system.  Unless otherwise specified below, each user will only have access to client-level data that is collected by their own agency or an agency network participating, unless a client specifically consents to temporary information sharing for referral purposes.

LEVEL OVERVIEW
System Administrator 

This individual, or team of individuals, is responsible for determining the organizational structure of their specific implementation of ServicePoint™. This decision has a major impact on how the system will function for all of the agencies within a ServicePoint installation, affecting the security model and reporting capabilities of ServicePoint. 
The System Administrator's job may be split by two or more individuals (depending on the size and scope of the implementation); however, this type of job sharing requires a high level of coordination and communication between these individuals. 
SYSTEM ADMINISTRATORS SHOULD POSSESS THE FOLLOWING SKILLS: 
1. Excellent organizational and planning skills 

2. Knowledge of Microsoft Internet Explorer 5.5+ and/or Netscape Navigator 7.0+ 

3. A working knowledge of Internet access and usage 

4. PC support and troubleshooting experience 

5. Knowledge of Windows Operating Systems 

6. Advanced knowledge of Windows NT/Network Administration/Support (Client Hosted) 

7. Group training ability to effectively train individuals on the proper usage of systems and hardware 

8. Basic understanding of database structures 

9. Social Service or applicable business model experience 

SYSTEM ADMINISTRATOR JOB DUTIES: 
· New Agency Training 

· Coalition/Group Presentations 

· User Support /Interaction 
· User Login/Password Administration 
· Server Maintenance - Daily Tape Backups and Server Monitoring (Client Hosted Only) 
· Monitor End User data input for proper collection with Agency Administration (including building aggregate data reports and audit reports) 
· Following proper Policies and Procedures 
SYSTEM ADMINISTRATOR ACCESS TO SERVICEPOINT 
System Administrators have the highest level of access to information in ServicePoint. These individuals play a key role in system functionality and management. There are three types of System Administrators within ServicePoint: 

System Administrator II - System Administrator IIs have full and complete access to the system. However, this user does not have the option of entering data for any Provider other than the default Provider assigned to their User ID.  This is the most common access level for those individuals assuming the responsibilities of being the “System Administrator.” 

System Administrator I - System Administrator I has the same access rights to client information (full access) as Agency Administrator. However, this user has greater access to administrative functions than an Agency Administrator. It is useful to think of a System Administrator I as a powerful Agency Administrator rather than a limited System Administrator II, and as such, this access level is not typically used unless the installation is for a large county or statewide installation. The System Administrator I access level does not permit the user to access Shadow Mode, System Preferences, or Provider Groups. 

System Operators - System Operators have no access to ClientPoint or ShelterPoint, and therefore cannot enter client data. They have no access to reporting functions, but this level does have access to administrative functions. The System Operator can setup new agencies, order additional user licenses and modify the allocations of licenses, add new users, reset passwords, and access other system-level options. The System Operator helps maintain the system, but does not have access to any Client or Service records. 

Agency Administrator 
The primary role of the Agency Administrator is to support End Users and report problems to the System Administrator. However, one important duty of an Agency Administrator is to work with the System Administrator in developing proper policies and procedures, as well as determining required data elements for reporting needs. They are then charged with the responsibility to ensure that End Users are following the defined procedures and are correctly entering data into ServicePoint. The number of Agency Administrators will vary with the size of the installation. 

AGENCY ADMINISTRATORS SHOULD POSSESS THE FOLLOWING SKILLS: 
1. Excellent organizational and planning skills 

2. Knowledge of Microsoft Internet Explorer 5.5+ and/or Netscape Navigator 7.0+ 

3. A working knowledge of Internet access and usage 

4. PC support and troubleshooting experience 

5. Knowledge of Windows Operating Systems 

6. Group training: the ability to effectively train individuals on the proper usage of systems and hardware
7. Basic understanding of database structures 

8. Social Service or applicable business model experience  

AGENCY ADMINISTRATOR JOB DUTIES: 
· Assist System Administrators with establishing policies and procedures, as well as defining required data elements for reporting needs
· New End User Training for employees of their agency 

· Coalition/Group Presentations 

· User Specific Presentation and Training Handouts Development 

· User Support / Interaction 

· User Login/Password Administration 

· Monitor End User data input for proper collection  

· Report creation and troubleshooting 

· Following proper Policies and Procedures 

AGENCY ADMINISTRATOR ACCESS TO SERVICEPOINT™ 
Agency Administrator access to ServicePoint is one level below the System Administrator. This level has access to most ServicePoint functions, and usually manages specific providers within the system. There are two types of Agency Administrators within ServicePoint: 

Executive Director – This level has the same access rights as Agency Administrator (see below), but ranked above Agency Administrator.  

Agency Administrator – Agency Administrators have access to all features of ServicePoint, including administrative functions, except the following: Assessment Administration, Picklist Data, Licenses, Shadow Mode, or System Preferences. This level can add/remove users for his/her agency and edit their agency and program data. They have full reporting access, with the exception of the Client/Service Information and the Client/Service Access Information audit reports.

End Users 
Depending on the End User's permission level, the main function of an End User is to properly gather and enter data into ServicePoint™.  Some End Users may also be responsible for generating reports. 

END USERS SHOULD POSSESS THE FOLLOWING SKILLS: 
1. A working knowledge of Internet access and usage 

2. Basic understanding of database structures (if responsible for reporting) 

3. Social Service or applicable business model is a plus  
END USER JOB DUTIES: 
· Data Input 

· Report Creation 

· Following proper Policies and Procedures  

END USER ACCESS TO SERVICEPOINT 
Typically, End Users are responsible for entering and managing client and/or provider data within ServicePoint. There are six types of End Users, and all are below both System Administrator and Agency Administrator access levels. However, they still have a variety of ServicePoint functions they can access.   

Case Manager I and II – The Case Manger access level is the most commonly used access level in ServicePoint. This level has access to all features, excluding administrative functions and administrative reports.  They have access to all screens within ClientPoint, including the assessments, and full access to service records. There is no predefined difference between Case Manger I and Case Manager II; however, a difference can be defined by a System Administrator when creating and editing minimum access levels for assessment questions. 

Agency Staff – Agency Staff has access to most functions in ServicePoint, including access to ResourcePoint, limited access to ClientPoint, and full access to service records. However, Agency Staff can only access basic demographic data on clients (profile screen). All other screens are restricted, including assessments and case plan records. This level can also add news items to the Agency Newsflash feature. There is no reporting access. 

Volunteer – This level has access to the ResourcePoint module, limited access to ClientPoint, and limited access to service records. A volunteer can view or edit basic demographic information about clients (the profile screen), but is restricted from viewing detailed assessments. A volunteer can enter new client records, make referrals, or check-in/out a client from a shelter. Normally, this access level allows a volunteer to complete the intake and then refer the client to agency staff or a case manager for further assessment or data collection.  

Resource Specialist I – Access for this level is limited to the ResourcePoint module. Resource Specialist I access allows the user to search the database of area agencies and programs and view the profile screens for each agency or program. Access to client or service records is not given. A Resource Specialist cannot modify or delete data. 

Resource Specialist II – Resource Specialist II has the same access rights as Resource Specialist I; however, persons with this level are considered agency Information & Referral Specialists. Agents at the Resource Specialist II level can update information for their own agencies and programs only. 

Resource Specialist III – Resource Specialist III has the same access rights as Resource Specialist II; however, persons with this level are considered system-wide Information & Referral Specialists who can update any agency or program’s information. This access level can also edit the system-wide news.
The level of access for each DuPage County Continuum HMIS (ServicePoint) user type is defined in the table below.
USER ACCESS LEVEL CHART 
[image: image1.jpg]Resource Resource Resource Case 7 System System
Speclalist Speciallst Specialist Volunteer "9 panagers  Adency  Executive System ,jiiciator administrator
: ; i Staff Administrator Director Operators i
Profile X X X X X
Assessments X X X X X
Case Notes X X X X X
Case Plans X X X X X
Senvice Records X X X X X
SewicePoint | | [ ¢ o o
Referrals
Senvices
Provided
Audit Reports
ClienyService
Information
User Information
ClienySenvice
Access X
Information
Provider
Reports
Client Served X X X X X
Daily Bed Report x X X x X X
HUD 40118 APR x x X X X
Outstanding N B N N " "
Referrals
Senvice B N N " "
Transaction
Needs Report X X X X X
F’ezlmnwmer X X X X X
Add/Edit Users X X X X X
Reset
Passwords X X X * *
Add Provider X X X X
EditProvider 7 X 7 7 X X X
Delete Provider [ X % % X X X
Agency News X X X X X X X X X
Systern Wide . N N "
News
Pickist Data X X X
Licenses X X X
Assessmert " " N
Adrin
Shadow Mode X
System «
Preferences

X: Users have access to this section of SenicePoint
5 Users can neither delete the provider they belong to, nor any of their parent providers
# Users cannot edit their parent provider, they may edit their provider or child providers only.




USER ACCOUNT CREATION PROCEDURE:

User accounts will be created, edited and deleted by the Agency Administrator under authorization of the Agency’s Executive Director.  Accounts may only be created after submittal of a signed User Agreement/MOU Policy, and the user has completed the applicable training modules.
1. User name format.  The Agency Administrator will create all usernames using the first initial of the first name and the entire last name.  Example:  John Doe’s user name would be JDoe.  In the case where there are two people with the same first initial and last name, a sequential number should be placed at the end of the above format.  Ex. JDoe2, JDoe3.

2. Passwords
A. Creation.  Temporary passwords are automatically generated from the system when a user is created.  The Agency Administrator will communicate the system-generated password to the user.
B. Use.  The user will be required to change the password the first time they log onto the system.  The password must be between 8 and 16 characters and contain 2 numbers.
C. Expiration.  Passwords expire every 45 days.
D. Termination or Extended Leave from Employment.  The Agency Administrator should terminate the rights of a user immediately upon termination from their current position.  If a staff person is to go on leave for a period of longer than 45 days, their password should be inactivated within 5 business days of the start of their leave.  The Agency Administrator is responsible for removing users from the system.  The Agency Administrator must update the access list and signed agreement on a quarterly basis.

Designation of ServicePoint Users Procedure:


User accounts will be created and deleted by the Agency Administrator under authorization of the participating agency’s Executive Director.

	User Training Requirements


Policy:      
DuPage County Continuum HMIS users must successfully complete the training modules required for their user type.

Purpose:
To inform users of the training requirements to access the DuPage County Continuum HMIS.

Responsibilities:

Prior to gaining access to the DuPage County Continuum HMIS application, users must successfully complete the following training modules.
	User Type
	Training Module(s)
	Training Provider

	End Users (e.g. Agency Intake Worker, Case Manager, Program Manager)
	Basic Computer Training (optional, based on users’ computer skills)

Basic HMIS Policy and Application Training for End Users
	Agency Administrator
and/or

System Administrator

	
	
	

	Agency Administrator 
	Basic HMIS Policy and Application Training for Agency Administrators

Advanced HMIS Application Training on Agency Administration
	System Administrator


	
	
	

	ReportWriter/Advanced Reporting Tool Licensee
	Basic HMIS Policy and Application Training for End Users and Agency Administrators

Advanced HMIS Application Training on Report Development with ReportWriter and ART
	Agency Administrator 

and/or 

System Administrator


	HMIS User manual


Policy:      
Each user must follow the client set-up procedure when creating a new client record.

Purpose:
To inform agencies and users about the appropriate client setup procedures. Each Participating Agency must ensure that the agency has adequate procedures in place to ensure that client records are set up according to this procedure.

Responsibilities:

For Participating Agencies (including Unnamed Client Data Submittal Agencies):

· Explain DuPage County Continuum HMIS to client, according to DuPage County Continuum HMIS Client Notification Procedure
· Search for existing Client Record.  Select existing client record and/or create a new client record
· Collect client information, according to HUD & DuPage County Continuum HMIS Minimum Data Requirements (MDRs)
· Execute Client Consent Form and Release of Information Authorization (ROI)
For Anonymous HMIS Data Submittal 

· Ensure that agency database generates unduplicated client analysis
· Collect client information, according to HUD & DuPage County Continuum HMIS Minimum Data Requirements (MDRs)
· Submit anonymous client-level data the Continuum on a quarterly basis
	Client Notification Policies and ProcedureS


Policy:
Each participating agency is responsible to ensure that appropriate procedures are in place to ensure that client’s are notified about the use of the system and provide consent for their personal information to be included in the HMIS system. Participating Agencies shall use the required client notification and/or consent procedure prior to entering any client-level data into the DuPage County Continuum HMIS database.

Purpose:
To give clients control of their personal information.

Responsibilities:

All verbal and written client notification and consent must include a statement that no client will be denied service for refusal to consent by any HUD-funded provider.  The Continuum has prepared standard documents for Client Notice of Uses and Disclosures and Client Release of Information. Participating Agencies may either use these forms or incorporate the content of the DuPage County Continuum HMIS documents in their entirety into the Agency’s own documentation.  All written consent forms must be stored in a client’s case management file for record keeping and auditing purposes.

Agencies must make reasonable accommodations for persons with disabilities throughout the data collection process.  This may include but is not limited to, providing qualified sign language interpreters, readers or materials in accessible formats such as Braille, audio, or large type, as needed by the individual with a disability.

Agencies that are recipients of federal assistance shall provide required information in languages other than English that are common in the community, if speakers of these languages are found in significant numbers and come into frequent contact with the program.

Definitions and Descriptions of Client Notification and Consent Procedures

Client Notice:  A written notice, and accompanying cover page, of the assumed functions of the DuPage County Continuum HMIS must be posted and offered to each client so they are aware of the potential use of his/her information and where it is stored.  To fulfill this requirement, the agency may either adopt the DuPage County Continuum HMIS Notice of Uses and Disclosures or may develop an equivalent Privacy Notice, and accompanying cover page, that incorporates all of the content of the standard Notice.  If the agency has a website, the adopted Notice of Uses and Disclosures or equivalent privacy notice must also be posted on the website.

No consent is required for the functions articulated in the notice, except for consent to enter information into the clinical assessment screens.  However, as part of the notification process, clients must be informed of their right to designate his/her client record as hidden and their right to refuse to have his/her information entered into the DuPage County Continuum HMIS.  This client also has a right to view a copy of his/her record upon request. 

Client Refusal: After learning about DuPage County Continuum HMIS, if a client does not wish to have his/her information entered into the DuPage County Continuum HMIS, the service provider is procedurally and legally barred and prohibited from entering such information into the system.  DHS and the Continuum will develop polices and procedures for the reporting of de-identified information about these clients.

Hidden Client Record:  After learning about the DuPage County Continuum HMIS, if a client does not wish to have his/her Primary Identifiers accessible to all HMIS users, the originating DuPage County Continuum HMIS user should indicate on the Intake Screen that the client has requested his/her record remain hidden.  Hiding a client record will allow the agency to access the client’s information for agency purposes.  This action will allow DuPage County Continuum HMIS System-level users (as defined in DuPage County Continuum HMIS User Access Levels) to view client-identifying information, but will prevent any personal client-identifying information from being accessed by HMIS users outside of the originating agency.
Written Client Consent for Sensitive Clinical Assessment Information:  Before entering any information into a clinical assessment screen, an additional consent must be obtained from the client.  The consent must be specific regarding the disclosure of HIV/AIDS, Mental Health and/or Substance Abuse information, the purpose of the disclosure, the expiration of the consent, affected data elements, function, and involved parties.  To fulfill this requirement, the agency may develop an internal form that incorporates the content of the standard HMIS form.
Applicability

Each consent method is used for varying purposes and types of agencies.  In all cases, the Participating Agency shall uphold Federal and State Confidentiality regulations to protect client records and privacy.  If an agency is covered by HIPAA, the HIPAA regulations prevail.

The table below summarizes the client data categories and the related notification/consent and sharing rules that relate to each data category.  These minimum procedures should not imply that all providers will perform all of these functions.

	Client Data Categories
	Summary of Notification/Consent & Data Sharing Procedures

	Primary Identifiers:

· First and Last Name

· Birth Date
· Gender

· Social Security Number

· Ethnicity

· Race

· Veteran status

General Client Information:

· Family/Relationship Information

· Income & Benefits Information

· Public Assistance History

· Educational & Vocational History

· Employment History

· Housing History

· Housing Status

· Veteran Information

· Disability Information
	If written consent is not provided by the client, no information should be entered into HMIS.

Anonymous record: If a record has been entered as an anonymous or unnamed client record, it will not be viewable on the Client Search List for any HMIS agencies, including the originating agency.  An anonymous record can be located again in the future by using the software generated client ID.

Hidden record: If a client asks to hide his/her primary identifiers, the record will only appear on the Client Search List for the Originating Agency.  It will be hidden to all other agencies.  Some system-level users will have access to hidden records for system administration purposes 

Open record: If the client does not ask to hide his/her identifiers, the primary identifiers will be available to all HMIS users in the Client Search to locate an existing client.  

	 Protected Information:

· Program & Service Involvement, Service Planning, and Outcomes

· Case Notes 

· Special Needs Screening

· Clinical Mental Health Assessment

· Clinical Substance Abuse Assessment
· HIV/AIDS Information

· Legal Information
· Basic Medical Information
	This information is only available within the Originating Agency to users that have an authorized access level and to authorized system-level users for system administration purposes unless closed exceptions are created through written data sharing agreements.

Case notes will default to private, in which case they will only be accessible to the originating case manager and his/her supervisor.

This information is only available within the Originating Agency to users that have an authorized access level and to authorized system-level users for system administration purposes.  




Specific Client Notification Procedures for Unaccompanied Minor Youth

Based on their age and potential inability to understand the implications of sharing information, the DuPage County Continuum HMIS cannot be used to input information about unaccompanied minor youth.  Thus even with a written client authorization, users cannot input any information about an unaccompanied minor youth in the DuPage County Continuum HMIS.  DHS and the Continuum will develop policies and procedures for the reporting of information about these clients.  For the purposes of this policy, minor youth are defined as youth under 18.  This in no way should be construed to limit the services that may be provided to unaccompanied minor youths.
Privacy Compliance and Grievance Policy

Each agency must ensure that their staff attends training which covers this policy. In addition the agency will regularly audit their service records to verify that the policy is being followed by agency staff (including employees, volunteers, affiliates, contractors and associates). Agencies will review any complaints about potential violations of the policy, as established by DuPage County Continuum.  Agencies may want to appoint a Chief Privacy Officer to be responsible for these tasks.
	minimum Data Requirements




Policy:      
All agencies that provide homeless services are encouraged, and in some case required, to collect data (Minimum Data Requirements) on all clients served by their programs, as specified by this policy.

Purpose:
To ensure that agencies understand the minimum data requirements set by the Leadership Committee.

Responsibilities:
Minimum Data Requirements
The DuPage Continuum HMIS system has adopted the Universal Data Elements contained in the Homeless Management Information System (HMIS) Data Standards Manual (7/2009 version as produced by the US Department of Housing and Urban Development).  These standard data elements are commonly referred to as the Minimum Data Requirements (MDR) and are listed under section 3 of the above referenced manual.  The Participating Agency is responsible for ensuring that each client record includes input of the MDR into the HMIS system at intake or as soon as possible thereafter.  In all cases the Participating Agencies must enter data into the DuPage County Continuum HMIS within seven days of collecting the information.  

The Minimum Data Requirements are all included on the Continuum MDR, Program Entry/Exits, or various Program Specific screens in ServicePoint. They include:

· First Name,  Middle Initial and Last Name

· Social Security Number

· Date of Birth 
· Ethnicity 
· Race

· Gender

· Marital Status

· Active Military

· Veteran Status

· Disabling Condition
· Housing Status
· Type of  Living Situation and Length of Stay
· Current Address
· Zip code of last Permanent Residence
· Program Entry and Exit Dates

When responding to the MDR, Participating Agencies must select one of the responses detailed in the Required Response Categories for Universal Data Elements in Homeless Management Information System (HMIS) Data & Technical Standards Manual (7/2009 version as produced by the US Department of Housing and Urban Development).  The System Administrator II ensures that these required data elements are incorporated into the DuPage County Continuum HMIS and that the drop down selections for responses mirrors these HUD requirements.

Program-specific Minimum Data Elements

In addition to the Universal Data Elements (MDR’s) discussed above, All Participating Agencies are responsible for ensuring that the Program-Specific Data Elements are collected from all clients that are served.  These program-specific data elements can be found in Section 4 of the Homeless Management Information System (HMIS) Data Standards Manual (7/2009 version as produced by the US Department of Housing and Urban Development) and must be entered into the HMIS within seven days of collecting the information.  The timeframes for data collection are included for each data element.

As with the MDR’s, The System Administrator II ensures that these Program-specific Data Elements are incorporated into the DuPage County Continuum HMIS and that the drop down selections for responses mirror these HUD requirements. Additional information on their location within the HMIS will be provided as part of the training materials.  They include:

· Reason(s) for Homelessness
· Income Sources and Amounts
· Source of Non-cash benefits
· History of Public Assistance and Reason for Loss of Public Assistance

· Presence of Physical Disability
· Presence of Developmental Disability
· HIV Positive or AIDS Diagnosis
· Mental Health Status and Chronicity
· Presence of Substance Addictions and Chronicity
· History of Domestic Violence and Timeframe
· Services Received

· Referrals Provided

· Destination upon Leaving Program
· Reasons for Leaving
· Program Outcomes

· Farmer and/or Migrant/Seasonal Farm worker Status (At any time during program enrollment, for CSBG Programs only)
Unnamed Client Data Submittal Participating Agency Data Collection Requirements

Note that this section should not be considered final, and may be revised as a result of the specific discussions between DV programs, the County, Continuum, and ServicePoint.

Data Collection is defined as: a) obtaining client information at the Agency through interview of and/or service provision to the client; and b) the storing of client information at the Agency in electronic format.  Unnamed Client Data Submittal Participating Agencies shall collect and store the Universal and Program-specific data elements defined above. 

Unnamed Client-level Data are defined as individual client records that contain no personal client identifying information, in whole or in part, or any information that may be used to deconstruct a person's identity.  No one beyond the originating agency will have access to any client personal identifying information.

Client personal identifying information is defined as the following data fields: 
Name(s) or Aliases

Social Security Number

Date of Birth

Mother’s Maiden Name

Unique Identifying Characteristics

Address-specific Residence Prior to Program

Unique Client Identifier*
Any other data fields that may be used to leverage the identity of any individual client. 

*A unique client identifier shall be assigned by the Agency to each client. The unique client identifier shall not contain any masked client personal identifying information. The unique client identifier shall not contain, in whole or in part, any client personal identifying information as listed above in fields.  The unique client identifier provides an unduplicated internal count of clients served by the Agency, and provides the Continuum the means of conducting longitudinal analysis of services provided to each client.  

With this option, the Agency will submit Unnamed Client-level Data to the Continuum and HMIS in an electronic format, according to the technical specifications developed by the Continuum.  The data specifications will be developed by the Continuum, after discussion with Agency leadership and IT staff.  The timing and methodology of developing the export functionality to fulfill these data submittal requirements will be subject to agreement between the Continuum and the Agency.
Enforcement Mechanisms

It is the responsibility of each Participating Agency to ensure the quality of the data entered into the HMIS system.  It is the overall responsibility of the System Administrator II to ensure the integrity of the data for the entire system, and for this reason, it is required that effective communication about data integrity be maintained by all parties.  The System Administrator II will run data integrity reports and present this information to the members of the HIMS Users Committee to identify issues and assist in the development of a plan of correction for the data.

Data quality issues which are not effectively addressed with communications between the System Administrator II, the System Administrator, or the Agency Administrator for the participating agency will be referred to the agency’s program director and may be referred to the DuPage Continuum Leadership Committee for further action.

	Interagency Data Sharing


Policy:      
Data sharing among agencies will be supported upon formalization of data sharing networks by participating agencies.  Participating Agencies that must engage in data sharing arrangements shall have a formal written document, signed by the executive directors of the agencies, which define the collaboration and data sharing requirements.  
Purpose:
To formalize the vehicle through which agencies can enter into an agreement allowing such agencies to share client records.

Background:

Written Agreement: Agencies wishing to share information electronically through the DuPage County Continuum HMIS are required to establish a data sharing network in writing by jointly executing an Interagency Network Data Sharing Agreement

Role of Executive Director: The Executive Director shall sign the Interagency Network Data Sharing Agreement and is responsible for ensuring that users within his/her agency abide by all the policies stated in the document.  The Executive Director will identify a lead representative to contact the DuPage County Continuum HMIS System Administrator II to initiate the process.

Role of DuPage County Continuum HMIS System Administrator II:  Once the Executive Directors of agencies have executed the Interagency Network Data Sharing Agreement, a representative of the Network will contact the DuPage County Continuum HMIS System Administrator II who will establish the Data Sharing Network in the system.

Client Authorization:  Case managers from agencies that have a valid Interagency Network Data Sharing Agreement may only share client information if the client authorizes that sharing with a valid Client Consent Form.
Steps for Establishing an Interagency Data Sharing Network:

The general steps include:

· All of the Executive directors in the proposed network must execute an Interagency Data Sharing Agreement.
· Each participating agency will retain a copy of the agreement and a master will be filed with the DuPage County Continuum HMIS System Administrator II.
· The DuPage County Continuum HMIS System Administrator II will establish the data sharing privileges.

· Once data sharing among a network is established, authorized users will be able to grant permission based on appropriate client consent to share individual client information with all other authorized users in the network.
· Although data sharing privileges may be established through these actions, authorized users are only able to view client information beyond the universally shared identifiers for the clients enrolled in a program within their agency.
Data Sharing protocol will be reinforced by the following technical mechanisms:

· Only authorized users will have DuPage County Continuum HMIS access, controlled by user ID and password.

· Each user’s access to data will be defined by their user type.  Users will only be able to see data categories viewable by their respective user level, regardless of information sharing privileges within an agency or network.

· DuPage County Continuum HMIS System Administrator II will need to “authorize” data sharing between agencies within a network before the agencies can begin sharing client information.  This authorization will not be granted unless DuPage County Continuum HMIS System Administrator II has an executed Interagency Data Sharing Agreement on file.

· When a client record is set-up to be accessed by a user at another agency, the originating user must verify client authorization and indicate time period for data sharing.

· Users will only be able to view client data (beyond the universally shared Primary Identifiers) for clients enrolled in a program within their Agency.

· Protected information (clinical mental health assessment, clinical substance abuse assessment, clinical HIV/AIDS information, and domestic violence incident information) will not be shared within a network.  This information will only be viewable by users at the originating agency, with the exception of information sent to another specific agency through the referral process (described in Information Sharing Referral Procedures).
· Random file checks for appropriate client authorization, audit trails, and other monitoring tools may be used to monitor that this data sharing procedure is followed.  Specific monitoring procedures around program enrollment will be implemented to ensure appropriate client information access.

	Information Sharing Referral Procedures


Policy:      
Agencies will be able to share client information with agencies outside of their Interagency Network with appropriate written client authorization.

Purpose:
To formalize the vehicle through which agencies can share data outside of their Interagency Network Agreements.

Responsibilities:

Any client information stored in the client record of an originating agency may be shared with another Participating Agency based on a written client release of information.  Referrals cannot be directed to a specific user at a receiving agency.  Users at the receiving agency will only be able to view the client-designated portions of the originating agency’s client record based on their user access levels for the timeframe specified in the referral.  One or more persons at each agency should be designated to receive incoming referrals daily and direct them to appropriate personnel within the agency.

Since the recipient agency will have an “active window” to the specified portions of the originating agency’s file, users within the recipient agency will also be able to see all changes made to the record during the authorized timeframe.  The default value for the timeframe for information sharing for referral purposes will be set to fifteen days to limit the privacy and safety risks for clients.  Referring agencies will have the opportunity to set an alternative timeframe, if more appropriate.  During that timeframe, the recipient agency can print a hardcopy of the client information for archival purposes or can enter client information into its own client record to permanently incorporate the information into its electronic file.  At the expiration of that timeframe, the recipient agency will retain a record of the referral but will no longer be able to view the client information.  Upon request by the receiving agency and with client consent, the originating agency can extend or re-release the information.

Role of Executive Director: The executive director or designated staff is responsible for establishing and ensuring compliance of all client notification and consent policies stated in the Client Release of Information form.

Client Authorization:  HMIS Users may only share client information if the client authorizes that sharing with a valid Client Release of Information form.

The general steps include:

· Authorized users will be able to grant permission based on appropriate client consent to share individual client information with another Agency’s users.

· Although data sharing privileges may be established through these actions, authorized users are only able to view client information beyond the universally shared identifiers for clients that they enroll in a program within their agency.

Data Sharing protocol will be reinforced by the following technical mechanisms:

· Only authorized users will have DuPage County Continuum HMIS access, controlled by user ID and password.

· Each user’s access to data will be defined by their user type.  Users will only be able to see data categories viewable by their respective user level, regardless of information sharing privileges within an agency or network.

· When a client record is set-up to be accessed by users at another agency, the originating user must obtain client authorization, indicate time period for data sharing, and specify data categories to be shared.

· Users will only be able to view client data (beyond the universally shared identifiers) for clients enrolled in a program within their Agency.
· Random file checks for appropriate client authorization, audit trails, and other monitoring tools may be used to monitor that this data sharing procedure is followed.  Specific monitoring procedures will also be implemented to ensure that clients are being appropriately enrolled in programs
Section 4
Security Policies and Procedures

	System Access Control Policies and Procedures


Policy:
System Administrator II must secure the system from access by unauthorized users and will employ access prevention and physical access control measures to secure HMIS resources.
Purpose:
To protect the security of the HMIS resources.
Central HMIS Equipment Access Prevention Mechanism

All computing resources will be protected at all times by a firewall.  User access through the Internet will be controlled using workstation and user authentication at all times.

Physical access to the system data processing areas, equipment and media must be controlled commensurate with the threat and exposure to loss.  Available precautions include equipment enclosures, lockable power switches, equipment identification and fasteners to secure the equipment. 

The HMIS System Administrator II as the representative from DuPage County Department of Community Services (grant administrator) and Bowman Systems, LLC will determine the physical access controls appropriate for the environment housing the central HMIS equipment based on HMIS security policies, standards and guidelines.  All those granted access to an area or to data are responsible for their actions.  Additionally, if an individual gives access to another person, the authorizing individual is responsible for the other person’s activities.

Workstation Access Controls

Access to the DuPage County Continuum HMIS will only be allowed from computers specifically identified by the Executive Director and Agency Administrator of the Participating Agency.  Laptops will require an additional security form stating that use will not be for unauthorized purposes from unauthorized or inappropriate locations.  Laptops should not use unprotected, public locations to access the DuPage County Continuum HMIS for security and privacy purposes.

Access to DuPage County Continuum HMIS computer workstations should be controlled through physical security measures and/or a password.  Each Agency Administrator will determine the physical access controls appropriate for their organizational setting based on DuPage County Continuum HMIS security policies, standards and guidelines.  Each workstation should meet appropriate and current security protection, as specified in DuPage County Continuum HMIS Hardware, Connectivity, and Security Requirements.  If an agency accesses the DuPage County Continuum HMIS through a network, all workstations on that network must be protected by similar measures.  An agency using or considering a wireless internet configuration must employ higher security measures, as described in DuPage County Continuum HMIS Hardware, Connectivity, and Security Requirements.
Computer Crime

Computer crimes violate state and federal law as well as the HMIS Data Security Policy and Standards. They include but are not limited to: unauthorized disclosure, modification or destruction of data, programs or hardware; theft of computer services; illegal copying of software; invasion of privacy; theft of hardware, software, peripherals, data or printouts; misuse of communication networks; promulgation of malicious software such as viruses; and breach of contract.  Perpetrators may be prosecuted under state or federal law, held civilly liable for their actions, or both.  The System Administrator and authorized agencies must comply with license agreements for copyrighted software and documentation.  Licensed software must not be copied unless the license agreement specifically provides for it.  Copyrighted software must not be loaded or used on systems for which it is not licensed.

	Data Access Control Policies and Procedures


Policy:
All Participating Agencies, in collaboration with the System Administrator II must reasonably secure the DuPage County Continuum HMIS data from access by unauthorized users.

Purpose:
To protect the security of the HMIS database(s).
Guidelines:

User Accounts

Agency Administrators and the System Administrator II must follow the procedures documented for user account set-up, including verification of eligibility, appropriate training, and establishment of appropriate user type.  Each user’s access to data should be defined by their user type and specific agency data-sharing agreements.  Agency Administrators must regularly review user access privileges and terminate user IDs and passwords from their systems when users no longer require access.  It is the responsibility of the user’s supervisor to notify the Agency Administrator immediately when a user leaves the agency or no longer requires access to DuPage County Continuum HMIS database.

The Agency Administrator should terminate the rights of a user immediately upon termination from their current position.  It is the responsibility of the user’s supervisor to notify the Agency Administrator immediately when a user leaves the agency.  The Agency Administrator is responsible for removing users from the system.  

Users should only be logged into the DuPage County Continuum HMIS database from one workstation at any given time.

User access.  User access and user access levels will be deemed by the Executive Director of the participating agency in consultation with the Agency Administrator.  The Agency Administrator will generate user name and passwords within the administrative function of ServicePoint.
Termination or Extended Leave from Employment.  The Agency Administrator should terminate the rights of a user immediately upon termination from their current position.  If a staff person is to go on leave for a period of longer than 45 days, their password should be inactivated within 5 business days of the start of their leave.  The Agency Administrator is responsible for removing users from the system.  The Agency Administrator must update the access list and signed agreement on a quarterly basis.

User Passwords

Each user must have a unique identification code (user ID).  Each user’s identity will be authenticated using a user password.    Passwords are the individual’s responsibility.  Users are prohibited from sharing user IDs or passwords.  Sanctions will be imposed on the user and/or agency if user account sharing occurs.

A temporary password will be automatically generated from the system when a new user is created.  Agency Administrators will communicate the system-generated password to the user.  The user will be asked to establish a permanent password at initial log-in.

Users must select and change their own passwords every forty-five days.  A password cannot be consecutively re-used.  Password format is alphanumeric and must be between eight and sixteen characters long including at least two numbers and not easily guessed or found in a dictionary.
Any passwords written down must be securely stored and inaccessible to other persons.  Users should not save passwords on a personal computer for easier log on.

Password Reset

The Agency Administrator or System Administrator II will have the authority to reset a user password.  
Temporary Suspension of User Access to Database Resources

System Inactivity: Users must logoff from the HMIS and workstation if they leave their workstation.  The HMIS System Administrator II will establish inactivity time-out thresholds to be implemented by the vendor, where technically feasible, for terminals and workstations that access HMIS information. Therefore, if a user is logged onto a workstation, and the period of inactivity on the workstation exceeds the designated inactivity time period, the user will be automatically logged off of the system.

Unsuccessful logon: If a User unsuccessfully attempts to logon three times, the User ID will be “locked out”, access permission revoked and unable to gain access until their account is reset.

Electronic Data Controls

Agency Policies Restricting Access to Data: The Participating Agencies must establish internal access to data protocols based on the final HUD Data and Technical Standards.

Raw Data: Users who have been granted access to the ServicePoint ReportWriter and Advanced Reporting Tool have the ability to download and save client level data onto their local computer.  Once this information has been downloaded from the HMIS server in raw format to an Agencies computer, this data then becomes the responsibility of the agency. 

Ability to export Agency specific Database from HMIS:  Participating Agencies will have the ability to export a copy of their own data for internal analysis and use.  Agencies are responsible for the security of this information.
Hardcopy and Digital Data Controls

Printed versions (hardcopy) of confidential data should not be copied or left unattended and open to compromise.  Media containing HMIS client identified data may not be shared with any person or agency other than the owner of the data for any reason not disclosed within the Client Notice.

Agencies policies, consistent with applicable state and federal laws, should be established regarding appropriate locations for storage, transmission, use and disposal of DuPage County Continuum HMIS generated hardcopy or digital data.  HMIS data may be transported by authorized employees using methods deemed appropriate by the participating agency that meet the above standard.  Reasonable care should be used, and media should be secured when left unattended.  Magnetic media containing HMIS data which is released and/or disposed of from the participating organization and central server should first be processed to destroy any data residing on that media.  Degaussing and overwriting are acceptable methods of destroying data.  HMIS information in hardcopy format should be disposed of properly.  This may include shredding finely enough to ensure that the information is unrecoverable.

	Auditing Policies and Procedures


Policy:
HMIS System Administrator II, the Database Manager and Agency Administrators will monitor system and database access that could potentially reveal a violation of security protocols.

Purpose:
To protect the security of the HMIS and databases.
Guidelines:

Access Monitoring Plan

The DuPage Continuum HMIS must maintain an audit trail that tracks user log-in attempts, for a minimum of six months.  The system must also maintain an audit trail that tracks to deletions to client records (including the actual assessment entry, date deleted, and username) for a minimum of six months and a record of deleted client records (case number, intake information, date deleted, and username) for a minimum of one year.  The DuPage County Continuum HMIS (Service Point) is designed to record transactional data on all other client information for historical and audit purposes.  Each entry shall also reflect the user that created the entry and the date and name of the user that made the most recent modification.

The HMIS Users Committee must regularly review audit records for evidence of violations or system misuse.  Audits may include reviews of user data activity to identify inactive users and reviews to determine instances of simultaneous user logins to identify user account sharing.  The Agency Administrator must regularly review these logs for its agency’s users to determine unauthorized or inappropriate access to HMIS client records.  

Agencies should also institute internal monitoring methods to ensure compliance with these SOPs.  Agencies may be required to demonstrate that they are complying, and/or may be subject to technical and policy monitoring by the Continuum or County.

All users and custodians are obligated to report suspected instances of noncompliance and/or security violations to an Agency Administrator, Agency Executive Director, or the System Administrator II as soon as possible.

Enforcement Mechanisms
It is the Agency’s responsibility to initiate any notification of security breach with the HMIS Project Management Team.  All potential violations of any security protocols will be investigated by HMIS Project Management Team.  Any user found to be in violation of security protocols will be sanctioned accordingly.  
Sanctions may include, but are not limited to:

· a formal letter of reprimand to the offending Agency
· suspension of system privileges
· revocation of system privileges
· termination of employment
· criminal prosecution
A Participating Agency’s access may also be suspended or revoked if serious or repeated violation(s) of the SOPs occur by Agency users.  All DuPage County Continuum HMIS sanctions will be imposed by a team comprised of a HMIS/Needs Assessment Chair, DuPage County Continuum HMIS System Administrator II, HMIS Project Management Team, Continuum Leadership Committee Chair or Co-Chair, and the Continuum Coordinator.  DuPage County Continuum HMIS Sanctions can be appealed to the team.  Employment and/or criminal prosecution sanctions will be recommended the team but may only be carried out by the Agency’s Executive Director.
Section 5

Internal Operating Policies & Procedures

	technical support policies and Procedures


Policy:
The HMIS System Administrator II or Database Manager will offer standard technical support services to all Participating Agencies and users.

Purpose:
To define technical support services.

Guidelines:

Technical Support Resolution Procedure – Use of the HMIS Application

As unanticipated technical support questions on the use of the HMIS application arise, users should follow the following procedure to resolve their questions.

Service Request from Participating Agency

1. The agency user will contact the internal System Administrator to ask their question.  Each participating agency is free to develop whatever internal systems will meet their needs to most effectively and efficiently address informational needs of their employees.  
2. If the agency’s System Administrator determines resources needed for additional technical support, they will contact the System Administrator II for help via telephone or email communications.

3. The System Administrator II will provide the requested assistance or contacts agency management staff to work out a mutually convenient service schedule.  If the System Administrator II is unable to assist the participating agency, they will contact Bowman Systems to receive additional direction to resolve the issue.
4. The System Administrator II will respond to the request for support in a timely manner.
Section 6

Data Ownership, Usage and Release Policies and Procedures

	policies and Procedures TO ENSURE UNDUPLICATED CLIENT RECORDS 


Policy:
The DuPage County Continuum of Care will employ a range of methods to achieve unduplicated client records to accommodate the unique situations of different provider types.

Purpose:
The DuPage County Continuum HMIS System Administrator II shall train users on and employ the methods described below to achieve the highest degree of unduplicated client records possible while also respecting the other privacy and security policies within these SOPs.
Guidelines:

Data Elements which minimize the Duplication of Client Records: 
Service Point uses the following data elements to create unduplicated client records:

· Name (first, middle initial, last) each leading with a capital letter, followed by lower case letters
· Date of Birth
· Gender

· Race and Ethnicity

· Social Security Number
· Veteran Status

The primary way to achieve unduplicated client records is a provider-mediated search of the client database prior to creating a new client record.  It is critically important that each user follow the steps listed below to ensure that they are entering a new client and have located the matching record for any person who has previously been entered into the Service Point system.  

1. The user will be prompted to enter a minimum number of data elements in the HMIS, and a list of similar client records will be displayed.  
2. Based on the results, the user will be asked to select a matching record if the other identifying fields match correctly.  
3. If the user is unsure of a match (either because some data elements differ or because of blank information), the user should query the client for more information and/or create a new client record.  Note: The user will not be able to view sensitive client information or program-specific information during the unduplication process.
4.  After the client record is selected, the user will only be able to view the previously existing portions of the client record if he/she has explicit authorization to view that client’s record, as described in DuPage County Continuum HMIS Client Notification and Consent Procedures.

Please note:  The following forms of identification will be accepted in the order given:

· Valid Driver License

· State Identification

· Social Security Card

· Birth Certificate

· Passport
Unduplication Methods

Note: This section should not be considered final.  It will be revised based on technical decisions and conversations with the DV community.

	Agency Type
	Provider-mediated Look-up*
	Submittal of Unduplicated Anonymous Client-level Program Data
	Data Storage Location (Program, Agency, or Server

	Direct Participating Agencies (DPA)
	Yes
	
	Server

	DV Providers
	No
	Yes
	Agency

	HIV/AIDS Providers
	If DPA
	
	Agency/Server


* Hidden client records will not be searchable as part of the provider-mediated look-up.  Mainstream providers will be trained on the use of hidden client records for use with victims of domestic violence and/or other clients who deny the right to share their personal information.  

Definitions:

Provider-mediated look-up:  Prior to beginning a new client record, the intake worker or data entry person will search for an existing client record using the unduplication fields indicated earlier in this SOP.

Hidden Client Data Entry:  Primary identifiers are hidden to agency-level users outside of the originating agency, as described in DuPage County Continuum HMIS Client Notification and Consent Procedures.

Submittal of Anonymous Client-level Program Data:  All client information is maintained at the program/agency level. The agency shall use an internal code to identify an individual client record in order to obtain an unduplicated number of clients at the program/agency level. Client level data is submitted with no client personal identifying information. These client records cannot be used at the central server level for unduplication purposes, nor will they disclose the identity of any individual(s).
	data ownership policies and procedures


Policy:
All data usage is governed by the owners of the data. Data entered into the HMIS or submitted to the Continuum for the purposes of the HMIS initiative shall be considered owned by the client and agency that collected the information.
Purpose:
To define data ownership.

Guidelines:

The client ultimately retains ownership of any identifiable client-level information that is stored within the HMIS.  If the client consents to share data, the client, or agency on behalf of the client, has the right to later revoke permission to share his/her data without affecting his/her right to service.

Identifiable client-level data may only be stored and accessed within the HMIS in accordance with the client notification and consent procedures in User Access Levels and Client Notification Policies and Procedures.

In the event that the relationship between the HMIS and a Participating Agency is terminated, the agency will retain ownership of the identifiable client-level data that has been submitted to the DuPage County Continuum HMIS.  This information shall remain available to the Continuum for analytical purposes.  For the purposes of de-identification, the personal identification number shall not be considered an identifying data element if it is not stored with any other personal identifiers.

	Data Uses and disclosures policies and Procedures


Policy:
All HMIS stakeholders will follow the data disclosure policies and procedures to guide the use and disclosure of client information stored in or generated by the HMIS.

Purpose:
To define minimum standards for data disclosure.

Guidelines:

Each DuPage County Continuum HMIS Participating Agency must comply with the following Uses and Disclosures, as outlined.  A Participating Agency has the right to establish additional uses and disclosures as long as they do not conflict with the Continuum-approved uses and disclosures.  

Privacy Notice Requirement

Each Agency must adopt the standard Notice of Uses and Disclosures and Privacy Notice.  Every agency must post the notice and offer a copy of the notice to each client, in accordance with Client Notification and Consent Procedures.  If an agency maintains a public web page, the agency must post the current version of the Notice of Uses and Disclosures and Privacy Notice on their web page.

Notice of Uses and Disclosures and Privacy Notice must:

· Specify all potential uses and disclosures of client personal information
· Specify the purpose for collecting the information
· State the process and applicability of amendments, and commit to documenting all privacy notice amendments
· Allow the individual the right to inspect and to have a copy of their client record and offer to explain any information that the individual may not understand
· Specify a procedure for accepting and considering questions or complaints about the privacy and security policies and practices
Continuum-approved Uses and Disclosures 

DuPage County Continuum HMIS client data may be used or disclosed for (1) case management, (2) administrative, (3) funding, (4) analytical purposes, and (5) other purposes as required by law.  Uses involve sharing parts of client information with persons within an agency.  Disclosures involve sharing parts of client information with persons or organizations outside of an agency.

· Case Management Uses and Disclosures:  Agencies may use or disclose client information for case management purposes associated with providing or coordinating services.  Unless a client requests that his/her record remain hidden, personal identifiers will be disclosed to other DuPage County Continuum HMIS agencies so other agencies can easily locate the client’s record if he/she goes to them for services.  
· Administrative Uses and Disclosures:  Agencies may use client information internally to carry out administrative functions, including but not limited to legal, audit, personnel, oversight and management functions.  Client information will be stored on a central database; as such client information will be disclosed for system administration purposes to those who administer the central database. 

· Funding Uses and Disclosures: Funding uses and disclosures include functions related to procuring funds for programs and services (i.e. generating aggregate reports for the people and organizations that fund an agency).  A client’s personal information may be disclosed for billing or reimbursement purposes, if required by the funder/billing agency.

· Analytical Uses and Disclosures:  Agencies may use client information for internal analysis.  An example would be analyzing client outcomes to evaluate program effectiveness.  Agencies will disclose client personal identifiers to the central system administrators for uses related to creating an unduplicated database on clients served within the system, ultimately resulting in the creation of de-identified personal information.  Agencies may also disclose portions of a client’s information without the personal identifiers for analytical purposes related to analyzing client data, including but not limited to understanding trends in homelessness and needs of persons who are homeless, and assessing the implementation of DuPage County’s Plan to End Homelessness.

A client record will be stored on the DuPage County Continuum HMIS with personal identifiers for a period of seven years from the time it was last modified.  Beyond that point, all personally identifying information will be removed and the remaining information will only be retained in a de-identified format.
	data release policies and Procedures


Policy:
All HMIS stakeholders will follow the data release policies and procedures to guide the release of client information stored in or generated by the HMIS.

Purpose:
To define standards and circumstances for data release. Data must be categorized as confidential or internal unless it meets the data release policy.
Guidelines:

Procedures for Transmission and Storage of Data

All data must be classified and treated according to one of the following definitions. All of these data classifications are controlled by the data release criteria defined below.

Confidential Data: Confidential information is information that identifies clients contained within the database.  Examples include social security number, name, address, or any other information that can be leveraged to identify a client.  Specific identifiable data elements are described in Minimum Data Requirements.  Confidential data requires appropriate security and protection at all times as described in Data Access Control Policies and Procedures.

Internal Data: Internal data is any information that is scheduled, but not yet approved, for publication.  Examples include draft reports, fragments of data sets, or data without context, accessible only to internal employees.  No auditing is required.  No special requirements around destruction of these data. These data must be stored securely. 

Public Data: Public data is any information that is published according to Data Release policies.  Additional security controls are not required.

Data Release Criteria

DuPage County Continuum HMIS client data will only be released in aggregate or anonymous client-level data formats for purposes beyond those specified in DuPage County Continuum HMIS Data Uses and Disclosure Policies and Procedures, according to the criteria specified below,

Client-identified Data Release Criteria:

No identifiable client data will be released to any person, agency, or organization that is not the owner of said data for any purpose other than those specified in DuPage County Continuum HMIS Data Uses and Disclosure Policies and Procedures without written permission from the owner. 

Aggregate Data Release Criteria:

· All data must be anonymous, either by removal of all identifiers and/or all information that could be used to infer an individual or household’s identity.

· Aggregate Data must represent sixty percent (60%) of the clients in that universe (program, agency, subpopulation, geographic area, etc.), unless otherwise required for the Congressional Annual Homeless Assessment Report.

· Only Participating Agencies can authorize release of aggregate, program-specific information beyond the standard reports compiled by the Continuum for funding purposes.  There will be full access to aggregate data for all participating agencies.

· Parameters of the aggregate data (e.g. where the data comes from, what it includes and what it does not include) will be presented to each requestor of aggregate data.

· Released aggregate data will be made available in the form of an aggregate report or as a raw dataset.

Anonymous Client-level Data Release Criteria:

· All data must be anonymous, either by removal of all identifiers and/or all information that could be used to infer an individual or household’s identity.

· Program specific information will not be released without the written consent of the agency executive director.

· Parameters of the data (e.g. where the data comes from, what it includes and what it does not include) will be presented to each requestor of data.

Section 7

Forms and Agreements

DuPage County Continuum of Care

Homeless Management Information System

Program Information

Please complete for each agency program that will be using ServicePoint.

Program Name: __________________________________
Date: ______________

Address: ______________________________________________________________

Type of Program:


Emergency Shelter


Transitional Housing


Permanent Supportive Housing


Supportive Services only
Outreach


Other:  specify _________________________________________________

Population Served:  
(  Individuals


(  Families


(  Both

Target population (example: youth, elders): _______________________________________

Capacity Information:  
Please use the following categories to identify the number of beds/slots in your program.  Select only one category per bed(s)/slot(s) and identify the number of units to be entered into ServicePoint.

# of Individual Beds:



# of Beds to be entered into ServicePoint

Regular: ____________





__________


Winter:  ____________





__________


Overflow: __________





__________


HUD funded: _______





__________


Operating year from ___/___/___ to ___/___/___


Additional: __________





__________



provide explanation: ______________________________________

# of Family Units:


DTA funded: __________





__________


Community beds: _______





__________


Additional: ____________





__________



provide explanation: ______________________________________

Service Programs


# of slots: __________





__________


HUD funded: _______





__________


Operating year from  ___/___/___ to ___/___/___

__________


Other: __________






__________



Please describe: __________________________________________

DuPage County Continuum of Care

Homeless Management Information System

ServicePoint User Access Form

Program Name _____________________________________________

Agency Administrator _______________________________________

Executive Director __________________________________________

Authorized By: _________________________________
Date: ______________

Staff Name

Access Level (see below)

Status (active/inactive)

1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

DuPage County Continuum of Care

Homeless Management Information System

Laptop Access Privileges to System Server Commitment Form

Security Agreement

This agreement is made between DuPage County Continuum and _______________________________________.










Agency Name

By signing this security agreement, I agree that I will not allow persons other than Agency authorized staff to use the laptop.  I understand that I will only access the ServicePoint software from locations authorized by the agency as appropriate for entering data.  I realize that if I access the ServicePoint software from an unauthorized agency location that I am putting the confidentiality of all of the clients served in this agency at risk.

By signing this document, I agree to abide by the above policies.

______________________________________

___________________________

Staff name






Date

______________________________________

___________________________

Agency name






Date

Print

Name ______________________________________________  Agency _______________________________________

USER POLICY, RESPONSIBILITY STATEMENT AND CODE OF ETHICS

ServicePoint Client Information Management System

USER POLICY

Participating agencies shall share information for provision of services to homeless persons through a networked infrastructure that establishes electronic communication among the participating agencies.

Participating agencies shall at all times have rights to the data pertaining to their clients that was created or entered by them in the ServicePoint system.  Participating agencies shall be bound by all restrictions imposed by pertaining to the use of personal data that they do not formally release.

It is a client’s decision about which information, if any, entered into the ServicePoint system shall be shared and with which participating agencies.  The ServicePoint Client Consent/Release of Information shall be signed if the client agrees to share information with participating agencies.

Minimum data entry on each consenting client will be:

· The DuPage County Continuum Minimum Data Requirements (MDR) 
AND:
· The HUD 40118 assessment for clients receiving services through HUD Continuum of Care grants
· The HPRP Assessment for clients receiving services through HUD HPRP grants

· The THP assessment for clients receiving services through ESG grants

Data necessary for the development of aggregate reports of homeless services, including services needed, services provided, program entry/exits, referrals and client goals and outcomes should be entered to the greatest extent possible.

The ServicePoint system is a tool to assist agencies in focusing services and locating alternative resources to help homeless persons.  Therefore, agency staff should use the client information in the ServicePoint system to target services to the client’s needs.

USER RESPONSIBILITY

Your user ID and password give you access to the ServicePoint system.  Initial each item below to indicate your understanding and acceptance of the proper use of your user ID and password.  Failure to uphold the confidentiality standards set forth below is grounds for immediate suspension and/or revocation of ServicePoint access privileges.

_______
My user ID and password are for my use only and must not be shared with anyone.

_______
I must take reasonable means to keep my password physically secure.

_______
I understand that the only individuals who can view information in the ServicePoint system are authorized users and the clients to whom the information pertains.

_______
I may only view, obtain, disclose or use the database information that is necessary to perform my job.

_______
If I am logged into ServicePoint and must leave the work area where the computer is located, I must log-off of ServicePoint before leaving the work area.

_______
A computer that has ServicePoint “open and running” shall never be left unattended.

_______
Failure to log-off ServicePoint appropriately may result in breach of client confidentiality and system security.

_______
Hard copies of ServicePoint information must be kept in a secure file.

_______
Hard copies of ServicePoint information that are no longer needed must be properly destroyed to maintain confidentiality.

_______
If I notice or suspect a security breach, I must immediately notify the Agency Administrator for ServicePoint or the HMIS System Administrator.

USER CODE OF ETHICS

A. ServicePoint users must treat participating agencies with respect, fairness and good faith.

B. Each ServicePoint user should maintain high standards of professional conduct in the capacity as a ServicePoint user.

C. The ServicePoint user has primary responsibility for his/her client(s).

D. ServicePoint users have the responsibility to relate to the clients of other participating agencies with full professional consideration.

I understand and agree to comply with all the statements listed above.

______________________________________________  
_________________________

ServicePoint User 






Date

______________________________________________  
__________________________

Agency/System Administrator 




Date

NOTE:
The Agency Administrator must sign all user policy forms for the agency’s ServicePoint users.  The System Administrator will sign the user policy forms for Agency Administrators.

INSTRUCTIONS

PLEASE READ BEFORE USING CONSENT FORMS

**THIS PAGE NOT MEANT FOR DISTRIBUTION TO CLIENTS**

Forms are intended to comply with federal rules governing Homeless Management Information Systems (Federal Register, Vol. 69, No. 146, July 30, 2004).

How to use the HMIS consent forms and notices 
1. DuPage County Continuum of Care’s HMIS:  Posted Data Privacy Notice is not intended for distribution to clients.  Please post this sign in an area viewable by clients. 
2. Homeless Prevention and Rapid Re-housing Services  Important Information about Consent Forms- This form is intended to provide clear information to clients about the forms they will be asked to sign, and their available options in deciding whether or not to consent.  

3. DuPage County Continuum of Care HMIS:  Data Privacy Notice & Consent Form should be given to all adult clients or single unaccompanied youth.  Parents can give consent for their children.  Adults who do not specifically consent by signing the form should be entered only using ServicePoint’s “Enter as Anonymous” feature.  Drop-in shelters, street outreach programs, and Information & Referral via telephone-may substitute a brief verbal notice and consent for use of this form.
4. DuPage County Continuum of Care’s HMIS: Release of Information for Homeless Prevention and Rehousing services is NECESSARY only for HPP agencies to receive consent to share information and receive optional consent to share information via HMIS. 
Note that throughout the forms the phrase “this agency” can be replaced with the actual name of your agency.  This document can be further modified and/or incorporated into an agency’s existing data privacy forms and notices, but modifications should only be made in consultation with legal counsel.

Also note that these forms are NOT meant to serve as an agency’s complete privacy policy or sole consent forms

Homeless Prevention and Rapid Re-housing Services 

Important Information about Consent Forms

Your privacy is important to our agency. We want you to know how and when we may share information we receive from you with other social service providers or other entities related to your application for and receipt of services. 

In this specific application for services, you will be requested to sign a number of consent forms, providing information on: who may see the information, what type of information may be viewed; for what purpose someone outside this agency may see or use your information. Please review each form carefully and feel free to ask our staff any questions.  

There may be times when we must release information - such as when we have a reasonable cause to believe that there is harm done or risk of harm to a child or to an elderly person; risk of harm to yourself; or risk of harm to others. 

Consent Forms & Notices 
1. dupage county continuum of care HMIS: data privacy notice & consent form - We may collect personal information about the people we serve in a computer system called “Service Point”. Service Point is DuPage County Continuum of Care’s Homeless Management Information System (HMIS). Minimum date elements, as defined by The U.S. Department of Housing and Urban Development and the DuPage County Continuum of Care, may be viewed by other member agencies of the DuPage County Continuum of Care.  If you do not consent, your personal identifying information will be entered as “anonymous”. Extensive personal or service information will not be disclosed without your specific consent  
2. dupage county continuum of care HMIS release of information for homelessness prevention and re-housing service providers - In this application, we ask you to authorize specific information to be released to or received by this agency.  This is a necessary component of our Homeless Prevention and Rapid Re-housing program. It provides us with the ability to verify application information and to reduce the duplication of services. The form will also ask whether we have the authorization to share information about your goals and the services you receive through our HMIS system. This optional portion of the consent is an extension of the DuPage County Continuum of Care HMIS Data Privacy Notice & Consent Form, it provides access to more information entered in the HMIS system but to less agencies. 
3. You may also refer to the dupage county continuum of care’s HMIS:  posted data privacy notice for more information. 

DuPage County Continuum of Care 

HMIS Data Privacy Notice & Consent 

We collect personal information about the people we serve in a computer system called “Service Point”. Service Point is DuPage County Continuum of Care’s HMIS (Homeless Management Information System).  

Why?

· To help keep this program and others like it going. We are required to use HMIS.

· So we know how many people we serve and the types of people we serve at our agency and in the County.

· So we all understand what people need and can plan services to meet these needs.

Who can see information that is in DuPage County Continuum of Care’s HMIS?

(
People who work for this agency will use it to help provide services to you or your household.

(
Auditors or others who have legal rights to review the work of this agency, including the U.S. Department of Housing and Urban Development

(
People using HMIS information for reporting and funding purposes Personal identifying information will never appear in reports.

(
Others when we are required by law, including officials with a valid subpoena, warrant, or court order.

We will not release your data for any other use unless you permit us, in writing.
Your Rights

· If you do not want your name, social security number, or date of birth entered in HMIS, please indicate on this form.  This agency will not refuse to help you for denying this. If you do not consent, your personal identifying information will be entered as “anonymous” in HMIS. 

· You have the right to a copy of the DuPage County Continuum of Care’s HMIS information about you.
(Unless we cannot give it because of certain legal proceedings.)

· You have the right to correct mistakes in HMIS information about you.

· If you think this agency violated your privacy rights through its use of DuPage County Continuum of Care’s HM, you have the right to complain or appeal.  Ask a staff person for a complaint form. Or, write to DuPage County Continuum of Care.

Consent

□ I do not consent to have personal identifying information about myself or my family listed in HMIS.  I prefer my name to appear as “Anonymous”. (You do not have to sign this form to receive services from this agency.)

□ My signature shows that I permit you to enter my personal information into DuPage County Continuum of Care’s HMIS.  

Each adult and unaccompanied youth must sign for him or herself. A parent/guardian should sign for children under 18.

For:  _____________________________________________


      ___________


           Print First and Last Name – 






      Date of Birth

Agency Staff: Attach intake sheet for children’s names & birth dates




_________________________________    _______
_____________________________    _______

Signature of Client or Guardian                    date

Signature of witness                                 date

DuPage County Continuum of Care - HMIS Release of Information

For Homelessness Prevention and Re-housing Service Providers

For: __________________________________________________________
________________

       Applicant - Print First, Middle, & Last Name




    Date of Birth

Required Consent

The following authorization is required for all adult applicants of homeless prevention & re-housing services. Refusal to sign this consent WILL result in reduced services. 
· I authorize agencies in the Homeless Prevention Provider Network to receive, release or otherwise exchange information contained or received during my application for homeless prevention. These agencies include: Catholic Charities, Diocese of Joliet; DuPage County Community Services; DuPage Homeownership Center; Hinsdale Community Services; Outreach Community Ministries; People’s Resource Center; Prairie State Legal Services; Puente del Pueblo; Warrenville Youth & Family Services; and Wheaton Youth Outreach. 
· Furthermore, I authorize this agency to exchange  information from: my current, previous or future employer, landlord, mortgage company, utility company, other social service agencies and any other necessary source 
· I understand the purpose of any disclosure is to determine eligibility, verify information, avoid duplication of service, and to facilitate services for my household. 
· Disclosure of the following specific information may be made: information included in my application for assistance, personal identifying information about my households members, wages and other income received or projected to be received; eligibility and receipt of services; information relating to my housing stability or risk; educational and employment information; my household goals, concerns and progress towards goals; current program and employment status; and file documentation. 
· Information exchanged will be relevant to my request for assistance or to my household’s Personal Recovery Plan. The information may not be re-disclosed unless I specifically consent. I understand I have the right to inspect the information disclosed. 
· Refusal to consent will result in an inability to receive homeless prevention and re-housing services for this application. This authorization is valid until: __________________.
________________________________
      _____
________________________________ 
______
Signature of Client or Guardian        date
Signature of agency witness                          date
Optional Consent

As stated above, if you consent, this agency may share your information with the agencies listed above using the HMIS System. Together, we may better be able to serve you and coordinate the services you request. We will not deny you help if you do not want us to share your personal information though HMIS. If you permit us to share your data through HMIS, this consent will expire in two years from the last date of service related to this application. If you permit us to share your data through HMIS, you may change your mind and cancel this consent at any time. Notify this agency in writing that you no longer want your information shared. The people listed on DuPage County Continuum of Care’s HMIS Data Privacy Notice, and this agency's privacy notice, may see your information in HMIS.  They may see it even if you tell us we cannot share.  

· DO NOT SHARE USING HMIS:  I do not want information about the services I receive shared with any other service providers though the HMIS system.   (Data security = Closed). 
· SHARE USING HMIS:  This agency may share both identifying and service information about me and any other members of my family who are being served with me at this time. (Data security = Closed with exceptions)
_____________________________    _______

_______________________________   ______

Signature of Client or Guardian           Date

Signature of agency witness                  Date

· I Understand information about my children age 17 or younger will be treated the same as my information.

DuPage County Continuum of Care’s HMIS

Posted Data Privacy Notice

We collect personal information about the people we serve in a computer system called Service Point. Service Point is the DuPage County Continuum of Care’s HMIS (Homeless Management Information System).  Many social service agencies use this computer system. 

We use the personal information to run our programs and to help us improve services.  Also, we are required to collect some personal information by organizations that fund our program.  

You do not have to give us information.  However, without your information we may not be able to help you.  Also, we may not be able to get help for you from other agencies.

You have a right to review the personal information that we have about you.  If you find mistakes, you can ask us to correct them.  You have a right to file a complaint if you feel that your data privacy rights have been violated.

Please tell our staff if you have questions.  If you need a grievance form or a complete copy of our privacy policy, please ask our agency staff.
General Agency-Individual

CLIENT INFORMED CONSENT &

RELEASE OF INFORMATION AUTHORIZATION

ServicePoint Homeless Management Information System
____________________________________________________ is a participating agency in the ServicePoint system.  ServicePoint is a shared homeless and housing management information system administered by the DuPage County Continuum of Care (DuPage County Continuum) Homeless Management Information System (HMIS) Initiative.  ServicePoint can improve the services and programs for homeless and low-income households by allowing authorized personnel at participating agencies to share relevant client information needed for service delivery, to use on an on-line directory of services available statewide and follow demographic trends and service patterns.  ServicePoint operates over the internet and uses many security protections to help ensure confidentiality.

Please read the following statements (or ask to have them read to you) and make sure you have had an opportunity to have your questions answered.  

· Information you provide will help to improve services this agency or your community can offer you.

· Your name and other identifying information will not be reported to offices and organizations that plan and fund homeless services.

· DuPage County Continuum will not report or disclose your name or other identifying information without your written, informed consent..

· Information about the: diagnosis or treatment of a mental health disorder, drug or alcohol disorder, HIV, AIDS or domestic violence concerns will not be disclosed without your written, informed consent.

· You are not legally required to provide any information.

As you receive services, information will be collected about you, the services provided to you and the outcomes these services help you to achieve.  This information will be collected so that the agency and community can:

1. Enroll you in a client information system, ServicePoint;

2. Monitor the outcome of services that are provided to you;

3. Improve the quality of care and services for homeless individuals and families.

The agency is asking your permission to share information with other agencies in the planning and delivery of services to you.  If not restricted by you, your name and other basic identifying information will be available to participating agencies for three (3) years.  Unless specified below, you authorize the release and exchange of ALL information collected with all participating agencies:

(
Medical information



(
Employment, skills & income information

(
Services provided/service history



(


Residential/housing information

(
Basic identifying information

(intake date, name, SSN, citizen/immigration status, address, phone numbers, emergency contact, DOB, gender, race, marital status, household relationships)

My information should NOT be shared with __________________________________________________.

My information should ONLY be shared with _________________________________________________.

I understand that I may cancel this authorization at any time by written request, but the cancellation will not be retroactive.  I understand that this release is valid for three (3) years EXCEPT for release of medical information, which is valid for one (1) year from the date of this document.

__________________________________________   ______________________________________

Signature of client or guardian



Date

__________________________________________   ______________________________________

Signature of witness




Date

General Agency-Family

CLIENT INFORMED CONSENT &

RELEASE OF INFORMATION AUTHORIZATION

ServicePoint Homeless Management Information System

____________________________________________________ is a participating agency in the ServicePoint system.  ServicePoint is a shared homeless and housing management information system administered by the DuPage County Continuum of Care (DuPage County Continuum) Homeless Management Information System (HMIS) Initiative.  ServicePoint can improve the services and programs for homeless and low-income households by allowing authorized personnel at participating agencies to share relevant client information needed for service delivery, to use on an on-line directory of services available statewide and follow demographic trends and service patterns.  ServicePoint operates over the internet and uses many security protections to help ensure confidentiality.

Please read the following statements (or ask to have them read to you) and make sure you have had an opportunity to have your questions answered.  

· Information you provide will help to improve services this agency or your community can offer you.

· Your name and other identifying information will not be reported to offices and organizations that plan and fund homeless services.

· DuPage County Continuum HMIS will not report or disclose your name or other identifying information without your written, informed consent.

· Information about the: diagnosis or treatment of a mental health disorder, drug or alcohol disorder, HIV, AIDS or domestic violence concerns will not be disclosed without your written, informed consent.

· You are not legally required to provide any information.

As you receive services, information will be collected about you and underage members of your household, the services provided to you and underage members of your household and the outcomes these services help you and the underage members of your household to achieve.  This information will be collected so that the agency and community can:

1. Enroll you and your children in a client information system, ServicePoint;

2. Monitor the outcome of services that are provided to you and your children;

3. Improve the quality of care and services for homeless individuals and families.

The agency is asking your permission to share information with other agencies in the planning and delivery of services to you and the underage members of your household.  If not restricted by you, your name and other basic identifying information will be available to participating agencies for three (3) years.  Unless specified below, you authorize the release and exchange of ALL information collected with all participating agencies:

(
Medical information



(
Employment, skills & income information

(
Services provided/service history



(


Residential/housing information

(
Basic identifying information

(intake date, name, SSN, citizen/immigration status, address, phone numbers, emergency contact, DOB, gender, race, marital status, household relationships)

My information should NOT be shared with __________________________________________________

My information should ONLY be shared with _________________________________________________

I understand that I may cancel this authorization at any time by written request, but the cancellation will not be retroactive.  I understand that this release is valid for three (3) years EXCEPT for release of medical information, which is valid for one (1) year from the date of this document.

__________________________________________   ________________________________________

Signature of client or guardian



Date

__________________________________________   ________________________________________

Signature of witness




Date

Domestic Violence Agency

CLIENT INFORMED CONSENT &

RELEASE OF INFORMATION AUTHORIZATION

ServicePoint Homeless Management Information System

____________________________________________________ is a participating agency in the ServicePoint system.  ServicePoint is a shared homeless and housing management information system administered by the DuPage County Continuum of Care (DuPage County Continuum) Homeless Management Information System (HMIS) Initiative.  ServicePoint can improve the services and programs for homeless and low-income households by allowing authorized personnel at participating agencies to share relevant client information needed for service delivery, to use on an on-line directory of services available statewide and follow demographic trends and service patterns.  ServicePoint operates over the internet and uses many security protections to help ensure confidentiality.

Please read the following statements (or ask to have them read to you) and make sure you have had an opportunity to have your questions answered.  

· Information you provide will help to improve services this agency or your community can offer you.

· Your name and other identifying information will not be reported to offices and organizations that plan and fund homeless services.

· DuPage County Continuum will not report or disclose your name or other identifying information without your written, informed consent.

· Information about the: diagnosis or treatment of a mental health disorder, drug or alcohol disorder, HIV, AIDS or domestic violence concerns will not be disclosed without your written, informed consent.

· You are not legally required to provide any information.

As you receive services, information will be collected about you, the services provided to you and the outcomes these services help you to achieve.  This information will be collected so that the agency and community can:

1. Enroll you in a client information system, ServicePoint;

2. Monitor the outcome of services that are provided to you;

3. Improve the quality of care and services for homeless individuals and families.

(
To maintain client safety and confidentiality, this agency will not share any information about you with any participating agencies, including other domestic violence service agencies.

or

(
The agency is asking your permission to share information with other participating agencies providing domestic violence services in the planning and delivery of services to you.  Your authorization of release of information is valid for three (3) EXCEPT for release of medical information, which is valid for one (1) year from the date of this document.

My information should be shared with:

(
ALL participating agencies providing domestic violence services.

· The following participating agencies providing services:  

____________________________________________________________________________________

__________________________________________   __________________________________________

Signature of client or guardian



Date


__________________________________________   __________________________________________

Signature of witness




Date

HIV/AIDS Agency

CLIENT INFORMED CONSENT &

RELEASE OF INFORMATION AUTHORIZATION

ServicePoint Homeless Management Information System

____________________________________________________ is a participating agency in the ServicePoint system.  ServicePoint is a shared homeless and housing management information system administered by the DuPage County Continuum of Care (DuPage County Continuum) Homeless Management Information System (HMIS) Initiative.  ServicePoint can improve the services and programs for homeless and low-income households by allowing authorized personnel at participating agencies to share relevant client information needed for service delivery, to use on an on-line directory of services available statewide and follow demographic trends and service patterns.  ServicePoint operates over the internet and uses many security protections to help ensure confidentiality.

Please read the following statements (or ask to have them read to you) and make sure you have had an opportunity to have your questions answered.  

· Information you provide will help to improve services this agency or your community can offer you.

· Your name and other identifying information will not be reported to offices and organizations that plan and fund homeless services.

· DuPage County Continuum will not report or disclose your name or other identifying information without your written, informed consent..

· Information about the: diagnosis or treatment of a mental health disorder, drug or alcohol disorder, HIV, AIDS or domestic violence concerns will not be disclosed without your written, informed consent.

· You are not legally required to provide any information.

As you receive services, information will be collected about you, the services provided to you and the outcomes these services help you to achieve.  This information will be collected so that the agency and community can:

1. Enroll you in a client information system, ServicePoint;

2. Monitor the outcome of services that are provided to you;

3. Improve the quality of care and services for homeless individuals and families.

(
To maintain client safety and confidentiality, this agency will not share any information about you with any participating agencies, including other HIV/AIDS service agencies.

or

(
The agency is asking your permission to share information with other participating agencies providing HIV/AIDS services in the planning and delivery of services to you.  Your authorization of release of information is valid for three (3) EXCEPT for release of medical information, which is valid for one (1) year from the date of this document.

My information should be shared with:

(
ALL participating agencies providing HIV/AIDS services.

· The following participating agencies providing services:  

______________________________________________________________________________________

__________________________________________   __________________________________________

Signature of client or guardian



Date


__________________________________________   __________________________________________

Signature of witness




Date

MEMORANDUM OF UNDERSTANDING

FOR IMPLEMENTATION OF A

CLIENT MANAGEMENT INFORMATION SYSTEM, 

TO ASSIST SERVICE AGENCIES 

PROVIDING HOUSING AND/OR SUPPORT SERVICES TO THE HOMELESS 

IN DU PAGE COUNTY 

This Memorandum of Understanding is entered into on this _____day of __________________, 2008, by and between the County of DuPage, a body corporate and politic (hereinafter referred to as COUNTY, with offices located at 421 North County Farm Road, Wheaton, Illinois 60187 and __________________, a non-profit agency in Illinois, providing housing and/or support services to the homeless in DuPage County (hereinafter referred to as AGENCY).

WHEREAS, the DuPage County Homeless Continuum of Care has determined that the development of a Client Management Information System (CMIS) would improve the delivery of services to homeless persons in DuPage County by maintaining information about the individual and aggregate needs of homeless persons through a networked infrastructure that offers electronic storage of information and communication among agencies that provide housing and/or support services to the homeless and persons at risk of homelessness; and

WHEREAS, the primary goals of the CMIS are to: (a) support the coordination of, and timeliness of assistance to, the homeless and persons at risk who access services through their local service provider; (b) provide for the development of unduplicated aggregate information on homeless and other human services needs; and (c) to accomplish these goals while maintaining confidentiality of client information; and 

WHEREAS, the COUNTY has facilitated the development of the CMIS by applying for, and receiving, funding from the U.S. Department of Housing and Urban Development and other resources for the CMIS, and the DuPage County Homeless Continuum of Care has facilitated the interagency coordination process that is necessary for the success of the CMIS; and 

WHEREAS, the DuPage County Homeless Continuum of Care has established a Technology Subcommittee that has developed interagency policies and procedures for the implementation of the CMIS, known as the Policy Manual; and 

WHEREAS, the COUNTY, using designated personnel in its Division of Human Services, will be providing the function of System Administrator (SA) for the CMIS; and

WHEREAS, the AGENCY will be designating an Agency Administrator (AA) for the purposes of the CMIS with primary duties of assisting and advising AGENCY end users regarding the use of the CMIS and being the primary contact with the SA; and  

WHEREAS, the COUNTY has contracted with Bowman Internet Systems (BIS) to purchase of a client management information system, known as ServicePoint( to host the CMIS function for DuPage County, and COUNTY has also contracted for other related services to enhance the CMIS in DuPage County; and

WHEREAS, the AGENCY agrees that it will participate in the CMIS along with the COUNTY and other agencies that provide housing and/or support services to the homeless and persons at risk of homelessness in order to help achieve the goals of the CMIS. 

NOW THEREFORE, IT IS AGREED AS FOLLOWS:

1. All recitals set forth above are incorporated herein and made part hereof, the same constituting the factual basis for this Memorandum of Understanding. 

2. The COUNTY agrees to the following responsibilities: 

2. Computer Hardware and Software.  COUNTY shall supply necessary hardware and software to AGENCY as described in Exhibit A, which is attached hereto and made a part hereof.  Said hardware and software is provided for the sole purpose of access to the CMIS, and after written acceptance of said hardware and software by AGENCY, the COUNTY shall not be responsible for ongoing maintenance.

2. System Administrator.  COUNTY shall designate an SA whose responsibilities will include working with AAs to provide end users’ access to the CMIS, providing necessary support to agencies regarding the functioning of the CMIS, providing necessary support to AAs regarding training of end users, and convening meetings with AAs to review and resolve system-wide issues.

2. Security of Data on Application and Database Servers.  The COUNTY shall take all reasonable actions to assure that the ServicePoint( software vendor, BIS, keeps secure all client data in the ServicePoint( system as per the service contract between the COUNTY and BIS.  These actions shall include, but not be limited to, prohibiting access by individuals who are not registered with the SA and therefore, are unauthorized to receive AGENCY and client data information through any and all means, including telephone, mail, and computer. The COUNTY further agrees that all changes to access codes, passwords, and personnel registration for the ServicePoint( system will be handled by the SA through the AGENCY’s AA. The SA will be responsible for personnel registration for the CMIS.  The COUNTY shall not be held liable for any breach in security related to changes in authorized AGENCY personnel if the AGENCY has not notified the SA of these changes. 

2. Operating Policies.  The COUNTY, in consultation with participating agencies and the Technology Subcommittee, shall establish guidelines and operating policies for the ServicePoint( system.  COUNTY shall, at a minimum, convene the Technology Committee annually for the purpose of review of CMIS guidelines and operating policies.
2. Training.  The COUNTY shall provide initial training to Agency Administrators and AGENCY personnel on the basic use of the ServicePoint( software.  Additional training on AGENCY’s specific use of ServicePoint( or any AGENCY customizations to the software will be the responsibility of the Agency Administrator.  If staffing changes occur at AGENCY and additional training is needed, it will also be the responsibility of the AGENCY’s Agency Administrator to provide this training.

2. Help Desk Support.  The COUNTY will provide Help Desk Support between the hours of 8:00 a.m. and 4:30 p.m. on regular business days.  Help Desk personnel may be reached by telephone or email and will acknowledge all situations within one business day.  The COUNTY will also coordinate the posting via e-mail a list of “Frequently Asked Questions.” These FAQ’s will be e-mailed to the designated agency CMIS coordinators.  Quarterly meetings between the SA and the Agency Administrators will be held to solve any data integrity issues. 

2. Documentation/Manual on use of ServicePoint(.  The software vendor, BIS, will provide, maintain and update, an on-line manual regarding the use of the ServicePoint( system.
2. Data.  Upon termination of this Memorandum of Understanding, notwithstanding anything in the agreement to the contrary, the SA and the members of the ServicePoint( system shall have the continuing right after the termination of this agreement to retain and use a copy of AGENCY’s data which was shared during the course of this agreement in furtherance of ServicePoint( programs and subject to any restrictions on use imposed by the clients to whom such data pertains and/or set forth in the provision hereof which, by their terms, survive termination of this agreement.

2. Costs.  Access to the ServicePoint( system will be provided by COUNTY to AGENCY at no cost to AGENCY for the period of three years.   The COUNTY will seek to secure additional funding for the AGENCY’s continued access to the ServicePoint( system beyond three years.  
3. AGENCY agrees to the following responsibilities:

3. Maintenance of Hardware/Software.  The AGENCY shall maintain all required hardware and software necessary to run ServicePoint( as well as all hardware and software that connects to the system and to adequately participate in the CMIS, including any hardware and software listed in Exhibit A.  AGENCY agrees that, if it terminates its participation in the CMIS, all hardware and software listed in Exhibit A shall be returned to COUNTY.    

3. Agency Administrator  The AGENCY shall designate an Agency Administrator whose duties will include: being the primary contact for the SA; providing specific training and technical assistance to AGENCY users of the CMIS; and performing other duties as specified in the Policy Manual.
3. Software The AGENCY shall not copy, modify, distribute or transfer, display, sublicense, rent, reverse engineer, decompile, or disassemble the software.  In the event that the AGENCY terminates its involvement in this project, the AGENCY shall relinquish its rights to all software licenses.

3. Internet Access.  The AGENCY shall be responsible to maintain its own reliable access to the Internet through either dial-up, DSL, ISDN or cable modem accounts. The AGENCY shall also be responsible to upgrade its web browser to the most current version if requested by the vendor.  It is the responsibility of the AGENCY to develop and implement policies for use of the Internet and to provide technical support for the Internet.

3. Security of Data.  The AGENCY shall enforce and maintain security of all information stored in the ServicePoint( system. The SA will assign Unique ID’s to each agency user accessing the ServicePoint( system, and specific guidelines will be given for security settings, which should be maintained on any Internet Browser used to access ServicePoint(.  The AGENCY shall immediately notify the SA of all personnel changes involving those staff authorized to have access to client data in the ServicePoint( system.  .

3. Indemnification.  The AGENCY shall indemnify, defend and hold harmless the COUNTY, its officers, agents and employees, and other AGENCIES from any claim, liability, loss, injury, damage, costs or attorney’s fees arising out of or in connection with, performance of this Memorandum of Understanding by the AGENCY, its agents, employees or subcontractors excepting only such loss, injury or damage caused solely by the negligence or willful misconduct of the COUNTY.

3. Timely and Accurate Input of Data.  The AGENCY shall enforce with their staff the importance of quality and accuracy of entering data into the ServicePoint( in a timely manner, and agrees to abide by the policies and procedures of data entry as outlined in the Policy Manual.   AGENCY agrees to use the HUD intake sheet for all homeless clients.  If the AGENCY is having difficulty inputting data in a timely manner, they should contact the SA.

3. Client Confidentiality.  Client authorization to release information shall be established through the use of a written, signed Confidentiality Notice as specified in the Policy Manual, which is to be completed at the point-of-entry site and retained on file there.  

3. Access to Shared CMIS Data.  It is preferable for AGENCIES to share Profile information on clients whose data is included in the CMIS, but there is no obligation to do so.  AGENCY understands that the CMIS offers opportunity for interagency sharing of data in the CMIS. However, no data shall be released or shared without specific authorization by client to do so, and it is the AGENCY’s responsibility to obtain necessary releases from clients as appropriate.  

3. Transferability.  Neither the AGENCY’s right to participate in the ServicePoint( network, nor any other right, license, privilege, duty, obligation or responsibility conferred upon the AGENCY by this Memorandum of Understanding may be transferred or assigned, voluntarily or involuntarily, through merger, consolidation, or otherwise, without express approval of the COUNTY. 

3. Costs - Annual Support Fees and User Licenses.  The AGENCY understands that the COUNTY will pay certain costs for the AGENCY’s participation in the CMIS for the first three years as described herein, and AGENCY further understands that the COUNTY’s budget for the CMIS may require limits on the number of user licenses the COUNTY can purchase for the AGENCY.     AGENCY may purchase additional user licenses at the COUNTY’s discounted cost by contacting the SA.

3. Unused Licenses.  AGENCY understands that end user licenses are for staff actively entering or retrieving data from the CMIS or producing reports from CMIS data and the COUNTY has the right to terminate and reassign licenses that are not so used.

3.   Amendments, Waivers.  This Memorandum of Understanding may not be modified, amended in any way, or altered except by a written document signed by both parties to this Memorandum of


Understanding.  No waiver of any right hereunder will be effective unless agreed upon in writing,


and no waiver of any breach or default hereunder shall be deemed a waiver of any other provision or of any subsequent breach or default of the same provision of this Memorandum of Understanding.

4.   Termination.  Either party may terminate this agreement at any time by giving thirty (30) days


written notice to the other party.  In the event that the AGENCY is found to have abused their use


of the ServicePoint( software or otherwise violated the terms of this agreement, this agreement


can be terminated at once, upon delivery of written notice.

5.   Effective Date.  The initial term of this AGREEMENT shall become effective upon the date fully executed by the parties, and remain in effect for three years, or until terminated as set forth herein.

5.   Entire Agreement.  This agreement, including the matters incorporated by reference herein,


constitutes the entire agreement between the parties with respect to the subject matter hereof, and


its provisions shall be binding upon the parties and their successors and permitted assigns.

IN WITNESS WHEREOF, the parties hereto have caused this Memorandum of Understanding to be executed and delivered by their duly authorized representatives as of the date set above.

	County of DuPage  

421 N. County Farm Road

Wheaton, IL 60187
	AGENCY: _________________________________

__________________________________________

__________________________________________

	____________________________, Director
	Name: ____________________________________

	DuPage County Community Services
	Title: _____________________________________

	Signature: ____________________________
	Signature: ____________________________

	Date: ________________________________
	Date: ________________________________
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DuPage County Continuum of Care

Homeless Management Information System (HMIS)


Request for Data

Date ________________________________________

Requesting agency ___________________________________________________________________

Program ___________________________________________________________________________

_____________________________________

______________________________________

Requesting HMIS Agency Administrator


Requesting Executive Director

Date report is required __________________________

Report dates: beginning ________________________

ending _____________________________




  (mm/dd/yyyy)



(mm/dd/yyyy)

Type of report requested: system-wide ____________

custom _____________________________

Specific information requested _____________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Purpose of report and information provided __________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Aggregate report information will be:
reported to ____________________________________________






shared with ____________________________________________






combined with __________________________________________






distributed to ___________________________________________

Approved by: 
______________________________________
_____________________________



HMIS or Needs Assessment Committee Chairperson


Date



______________________________________
_____________________________



HMIS Administrator






Date
